COURSE: CMSC 491



INSTRUCTOR: KEN COPELAND

DATA AND NETWORK SECURITY

OFFICE:  IT/E Room 218







EMAIL: kcopelan@acm.org
COURSE DESCRIPTION:  This course covers data security, particularly the security that must be used to transport data across the Internet. The course also introduces Internet standards that have been widely deployed. The course covers modern security issues including: Secure Web Architecture, Intrusion Detection Systems, Secure Email, Secure Directory Structures, Virtual Private Networks, and Firewalls.

COURSE OBJECTIVE:  Understand the fundamental concepts and principles of data and network security with emphasis on applications that are widely used on the Internet and for corporate networks.  Particular emphasis will be spent on standards, especially Internet standards, that have been widely deployed. 

TEXTBOOKS:  (REQUIRED)

“Network Security Essentials: Applications and Standards – second edition” by William Stallings

WWW RESOURCES: The following URL has files and links that are provided by the author of the textbook: 


" 

http://WilliamStallings.com/NetSec2e.html



GRADING POLICY:



A. Exercises or projects to be turned in for grade must be TYPED or in the form of COMPUTER OUTPUT.  No credit will be given for handwritten work. No credit will be given for illegible work.

B. The tentative assignment and grade distributions are as follows: (Subject to Change)

I. Exams – The Final Exam is comprehensive.









Exam I:

July 21

Ch 1-3 textbook

20%


Midterm Exam:
Aug 4

Ch 4-6 textbook

20%


Final Exam:

Aug 18

Ch 7-11 textbook

20%

II. Semester Project:  

Semester project – Requirements to be announced




And posted soon


20%

III. Homework assignments: In general, homework assignments will 

be made during the class covering a specific topic area and 

will be due one week after the assignment date. 




20%

Your final letter grade is based on the standard formula: 

     90%+       A

     80%+       B

     70%+       C

     60%+       D

     Below 60%  F

Late Assignments: All assignments and projects are due by the end of class on the date established by the Instructor or the TA as the due date. Your grade is based on timely work accomplished during the semester. Late assignments are not acceptable for points. However, late assignments will be commented on if the student requests.

Exam Policy: The exams will be closed-book and closed-notes. Bluebooks will be provided. Exams will be comprehensive.

Make Up Exams: one makeup exam will be given during the final week of classes, but only if the student qualifies. Qualification REQUIRES a verifiable reason that the student could not attend the exam. Qualifying reasons are for acts of God and Nature beyond the student’s control, e.g. hospitalization. There will not be a class norm for the makeup examination to be compared against and previous history has shown, in every case, that the student scores lower on the makeup exam than on regularly scheduled exams.

Semester Project Policy (Applicable to the Final Semester Project): All projects must be completed by your own individual effort. You should never have a copy of someone else's project either on paper or electronically under any circumstance. Also, you should never give a copy of your project, either on paper or electronically, to another student. This also means that you cannot "work" on the project together. Cases of academic dishonesty will be dealt with severely. 

If your project is turned in by someone else, both you and the person copying your project will receive a 0 for that project. This includes "substantially similar" projects. 

LECTURES AND READING: You are expected to attend all classes. You are responsible for all material covered in the lecture, even if they are not in the textbook. There will be material lectured on that does not appear in the textbook or any handout that is given out. 

POLICY ON INCOMPLETES:  Incompletes will be granted ONLY under extenuating, verifiable circumstances, e.g. hospitalization.

ACADEMIC INTEGRITY:  By enrolling in this course, each student assumes the responsibilities of an active participant in UMBC’s scholarly community in which everyone’s academic work and behavior are held to the highest standards of honesty.  Cheating, fabrication, plagiarism, and helping others to commit these acts are all forms of academic dishonesty, and they are wrong.  Academic misconduct could result in disciplinary action that may include, but is not limited to, suspension or dismissal.  To read the full Student Academic Conduct Policy, consult the UMBC Student Handbook, the Faculty Handbook, or the UMBC Policies section of the UMBC Directory.
INSTRUCTOR OFFICE HOURS: 

Always available immediately following class.

other times may be arranged by appointment with the instructor.

Preferred method of contact outside of class or office is by email to:

kcopelan@acm.org
