Project 1 (10%) 
Due date: July 28, 2004 in class.

“How do you protect your personal computer?” 

 

You will learn and get familiar with some of the tools used to protect personal computers and networks in this project.
Purpose of this project:
1. Assess the “threats” present in a home environment

2. Make a recommendation for mitigating those threats

3. Download and install useful tools on your home system

4. Assess the effectiveness of the tools in improving security

5. Write up your findings

The following steps will help you to identify the tools that you will be “recommending” to protect your own personal. 
1. Describe the site you are protecting

2. List the top five “security issues” that are of interest to you, and explain why they matter in your target environment. 

3. Identify five security tools that you recommend to handle “top” situations above (look at sites like http://www.tucows.com/ or other internet sites for possibilities).  Explain why you chose these tools.

4. Choose two tools from your list and download and install the tools

5. Perform assessment as indicated below
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5.1 personal firewalls 
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5.2 personal intrusion detection systems
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5.3 security log analyzers 
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5.4 network monitors
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5.5 file system checkers/monitors

· 5.6 antivirus software
Note: It is your responsibility to find tools that you are able to install and run on your own system. Suggested candidates are shown above. You may use one tool you already have installed (for example, you may use your current antivirus software).
Finally, you have to think about the effectiveness of your system after you’ve installed your protection software and perform tests/experiments to “prove” how well it works. Include a discussion of your assessment activities in your report.

REQUIREMENT for this project: 
1. How well does it perform when examined with existing freeware vulnerability scanners? (You may use just one if you like)

2. How many “negative activities” did it detect after you installed it? (good for IDS, firewalls, antivirus).

3. How well do these meet your target “security issues”?
4. How easy/hard are the tools to install, maintain, customize?  
SUBMISSION

The report: you are required to write up about 2-3 pages for what you have done, the description of the choices you made, and the discussion that you found. Make sure you include all of the required information above, and your name on the report. The due date of this project is July 28 in class. There is no late accepted project.
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