Project #2   Programming Project

Due: August 13, 2004 (Before Midnight)
“Secure Chat Systems”
For the programming project, your goal is to increase the security of the provided Chat system. Nowadays, the Chat system is insecure. For example, you're talking to somebody on the chat server today. Tomorrow, you get an e-mail from somebody claiming they're the same person. Therefore, you are able to build a way for people who don't know each other to be able to identify each other later with some kind of cryptographically strong authentication.
The require security features are:

1. Secure storage (password protected) of passwords corresponding to each client on the server.

2. Encryption of all chat messages with a block cipher in CBC mode.

3. Integrity check for all chat messages using Message Authentication Codes (MACs).

4. Resistance to replay attacks by eavesdroppers.

These four features will be described below:

1. Security storage of client passwords

The server maintains a list of clients which can join the chat room. A client is identified by username. The server has a mapping from user name to the user password. This information is pre-generated (before running the Chat system) and can be read in by the server during initialization. The server stores the username to user password mapping in an encrypted file. The key to this file is generated using an admin password. In code, the server consists of two modules: a normal chat server program which accepts connections and serves clients, and an administrator program which pre-generates an encrypted file consisting of username and the user passwords.
When a client joins the chat server, the username is passed to the server. The server looks up username and gets the password for that client. Now the server and client can start sending encrypted messages to each other using key derived from the password. Effectively, the user password becomes the shared secret between the client and the server. Note that the client’s password is never sent on the network.
2. 
Message Encryption

Each message transmitted either by the client or the server must be encrypted using a block cipher. You may use any standard block cipher you like, but all the messages must be encrypted using CBC mode. The cipher key should be generated from the password which the client and the server have. The CBC IV is generated at random for each message and sent along with the Ciphertext.
3. 
Integrity Check using MACs

Every message going over the network should have a MAC, to enable detection of a malicious attacker tampering with message en route. Again the key for the MAC you decide to use should be derived from the password.
4. 
Resistance to Replay Attacks

Even after you secure all the transmitted messages with encryption and MACs, there is still an obvious reply attack possible. An eavesdropper can capture a message en route to either the server or a particular client. He/she can then repeatedly send the messages—which still a valid encrypted and MAC’d chat message—flooding the intended recipient and making the chat room unusable for other participants. Your solution should prevent the attacker from replaying a message on the server or the clients.
Implementation
· You will be using either Java or C++, however Java is recommended because Java provides JCE (Java Cryptographic Extension) while you are programming for this project.

· You may spend sometimes to familiar with Crypto Libraries and documentation (if you choose Java in this project): Java security and cryptography classes are divided into two main packages: java.security.* and javax.crypto.*. They have been integrated into Java 2 Platform Standard Edition v 1.4. Classes for cryptographic hashing and digital signatures can be found in security, whereas ciphers and MACs are located in the JCE. 
· The following are some links to useful documentation:
Java API

http://java.sun.com/j2se/1.4.1/docs/api
JCE Reference Guide

http://java.sun.com/j2se/1.4/docs/guide/security /jce/JCERefGuide.html
Java Tutorial

http://java.sun.com/docs/books/tutorial/
Networking

The chat systems would be rather boring if it didn’t run over the network. However, we cannot expect everyone interested in cryptography to have network programming experience. For this reason, Java RMI can be used for all network communications in the programming projects.

RMI stands for Remote Method Invocation and it is a standard part of the Java library. RMI enables you to declare objects as remote, making the methods of that object accessible to Java programs running on different machines. For more information see the link http://java.sun.com/products/jdk/rmi/
Submission

1. README file containing your name, description of the design choices you made in implementing each of the required security features, and the guideline how to run your program (with the examples to run the program).  

2. Submitting files electronically
Projects are submitted electronically using the submit command. The general form of the submit command is 

submit cs491 <ProjectName> <Files>
where ProjectName is "proj0", "proj2", etc. (without the quotes) and Files is a list of files to be submitted for grading. 

For the project2,

submit cs491 proj2 <yourfiles>

You can practice using the submit command by trying proj0
Projects may be submitted as often as you like prior to the final deadline. Only the last project you submit will be graded. The latest date and time of any file you submit will be used to determine. 

You can verify that your files were submitted by using the submitls command. The general form of the submitls command is 

submitls cs491 proj2
Any problems with submission, please report TA asap.

For more information, see the http://www.gl.umbc.edu/submit/
3. The deadline for this project is midnight Friday 13, August 2004. 
