CMSC-652 Cryptology

Section 101, Alan T. Sherman, Fall 2003

University of Maryland, Baltimore County

Instructor

Alan T. Sherman, Ph.D, Associate Professor, Computer Science

Department of Computer Science and Electrical Engineering (CSEE)

URL to home page:  www.csee.umbc.edu/~sherman

Office Hours:  Monday and Wednesday, 12–12:30pm, ITE 224, and by appointment

Tele:  410-455-2666

Physical Mail Box:  in CSEE Suite, ITE Third Floor

Email:  sherman@umbc.edu     Send email only to this address, and include “652” in the subject header.

URL to Course Web Pages

Navigate from www.csee.umbc.edu/~sherman

Teaching Assistant

Mustafa C. Kuscu <kuscu1@gl.umbc.edu>

Office Hours:  To be announced.

Meeting Time and Place

Monday and Wednesday, 3:30–4:45pm, ITE 237

Text (required)
Stinson, Douglas R., Cryptography:  Theory and Practice, Chapman & Hall / CRC, second edition (Boca Raton, 2002).  IBSN 1-5848-8206-9

Course Description


Introduction to research in cryptology, the art and science of making and breaking codes and ciphers.  Each student will read and present recent papers in cryptology and carry out his own original research project.  Topics will include block ciphers, stream ciphers, public-key cryptography, modes of operation, key management, digital signatures, message authentication codes, cryptographic hash functions, secret sharing, steganography, electronic cash, electronic voting, quantum cryptography, elliptic curves, protocols, differential cryptanalysis, physical security, cryptocomplexity, and applications of cryptography.

Grading Policy


Grades will be assigned as measures of performance on required activities.  Semester grades will be weighted as follows:  original research project (60%), paper presentations (20%), written assignment (15%), class participation (5%).  Each required activity will receive a numerical grade, to be interpreted as follows:  90–100 (A), 80–89 (B), 70–79 (C), 60–69 (D), 0–59 (F).  There is no final examination.  All requirements will follow the standard expectations of professional researchers in computer science, including the grant proposal process, writing technical reports, and making conference presentations.

Academic Integrity


Each student is expected to conduct himself with academic integrity, and to be familiar with UMBC policies on this subject (www.umbc.edu/integrity/overview.html).  Violations of these policies will be dealt with severely.  One serious type of misconduct is plagiarism, which in its many forms, involves representing someone else’s work as your own.


In this course, students are allowed and encouraged to work together while solving problems.   However, each student must write up his solution entirely independently, without looking at anyone else’s written solution and without showing anyone his written solution.
UMBC Center for Information Security and Assurance (CISA)


The UMBC Center for Information Security and Assurance (CISA)  a three-fold mission to promote research, education, and best practices in Information Assurance (www.cisa.umbc.edu).  Supported by DoD and CISCO, CISA hosts distinguished lectures and maintains a Cyber Defense Lab (CDL) available for student projects.

