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In the first part of the course, each student will present at least one research paper on a fundamental topic in cryptology.  In the second part, each student will present his or her research project.  For the paper presentations, the paper should typically be a focused research result rather than a survey.  The paper should be of high quality so that it serves as an excellent model for how to carry out and write up original research.  Students may suggest topics and papers, but all choices must be approved by the instructor.

	Meeting
	Topic
	Presenter
	Paper(s)

	No.
	Date
	
	
	

	1
	8-28
	Introduction
	Sherman-1
	DiH79, with Pet02

	2
	9-4
	Introduction
	Sherman-2
	Riv90

	3
	9-9
	Public-key cryptology
	Sherman-3
	RSA78

	4
	9-11
	Information theory
	Sherman-4
	Sha49, with Yao82

	5
	9-16
	Instr.’s research: Gifford
	Sherman-5
	CaS97 (Gifford’s Cipher)

	6
	9-18
	Instr.’s research: OFT
	Sherman-6
	ShM02 (OFT and group keying), with FuL93

	7
	9-23
	Block ciphers
	Cress-1
	MuR02 (AES), with Riv98

	8
	9-25
	Modes of operation
	Purini-1
	LPW02 (counter mode), with NIST01, NIST02, BeB02  

	9
	9-30
	Stream ciphers
	Byrd-1
	FMS01 (RC4), with RC4 

	10
	10-2
	Digital signatures
	Kokate-1
	GeT00 (undeniable signatures)

	11
	10-7
	MACs
	Jolly-1
	BCK96 (HMAC)

	12
	10-9
	Hash functions
	Kuscu-1
	Wag00 (cryptanalysis of Li-Yam hash), with YiL97 

	13
	10-14
	PKI
	Patel-1
	RiL96 (SDSI)

	14
	10-16
	Protocols
	Simmons-1
	JoG02 (provably secure key establishment with MSST98 (ISAKMP)

	15
	10-21
	Secret sharing
	Huang-1, Zhao-1
	Cac95 (on-line secret sharing), with Sha

	16
	10-23
	Steganography
	MacDonald-1
	HLA02 (provably secure steganography)

	17
	10-28
	Elliptic curves
	Byrd-2
	Bro, with AMV93, JMV01

	18
	10-30
	Ecash
	MacDonald-2
	RiM02 (micropayments)

	19
	11-4
	Electronic voting
	Simmons-2
	Cha02 (vreceipts)

	20
	11-6
	Physical security
	Cress-2
	And96 (tamper resistance)

	21
	11-11
	Quantum cryptography
	TomY-1
	SHP00 (BB84)

	22
	11-13
	Provable security
	Purini-2
	FiS00 (RSA bits)

	23
	11-18
	Differential cryptanalysis
	Patel-2
	BiS00, BiS02 (cryptanalysis of DES)

	24
	11-20
	A recent result: RMAC
	Kuscu-2
	Dwo02 (RMAC), with JJV02

	25
	11-25
	Cryptocomplexity
	Sherman-7
	Bra79 (one-way functions), with Sel92, RaS98, Joh88, GoM84, DzM02, Kol02

	-
	11-27
	No class (Thanksgiving Eve)
	
	With Hei02

	26
	12-2
	student project presentations
	Byrd, Kuscu
	

	27
	12-4
	student project presentations
	Cress, Purini
	

	28
	12-9
	student project presentations
	Huang, McDonald
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