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Abstract

We demonstrate that virtual machines enable new more pfitams of Malicious Middleware that
make enforcing licenses and DRMs a lot harder. To this endnseuinveil the “Re-incarnation” attack
which is peculiar blend of the Man-in-the-Middle and repktyacks. We then illustrate<examples of
licences that were easily circumvented without touchirggdhplication code (i.e., without'any need to
break encryption schemes that could be deployed by thecapiolh or reverse engineering.the applica-
tion code.

This leads to fundamental issues regarding software-oRyIl@nforcement. Moreover, we demon-
strate that a trusted hardware and trusted boot to bringytbters into a known state followed by an
attestation (i.e., certification of the state by an extéthiatl party entity) are still.not sufficient to guar-
antee DRM protections. Our results indicate that a lot muiréciate hardware and software infrastructure
is needed to guarantee full DRM protection.

| Introduction

VMware, Parallels and other vendors have been‘continuatiiveng the Virtual Machine concept since
the mid/late 80s [9]. The main goal was ease of hardware aftdase integration, upgrading and main-
tenance and efficient utilization of hardware (for example idea of a Virtual Memory was originally
introduced in order to accommodate programs bigger thasiteeof the physical RAM (or magnetic core)
memories available at that time).

Virtual Machines have significant security implications 8 4, 7, 8]. They could be used to enhance
security [5, 6]. Virtual Machines could.also be used to impdait “malware”, i.e., malicious software [1].
Likewise vulnerabilities specific to virtual machines camdxploited to mount attacks specialized against
them [7].

In this paper we demonstrate new methods to defeat licermmagsoftware protection mechanisms
without breaking the application level encryption or reseeengineering software. To this end we first
illustrate the “Re-incarnation” attack. This mode of aktdrings out the fundamental limits of software-
only DRM and license/access control mechanisms. We theroneimate actual licences (full industrial
grade commercialilicenses) that we could easily circumuemtur laboratory using the “Reincarnation”
attack.

We then.show that trusted hardware together with a trusted into a known state followed by attes-
tation (i.e., an independent, third-party verification loé t'state”) which is the current state-of-the-art, still
cannot guarantee proper DRM/license enforcement. Suchwesee of safeguarding procedures (starting
with a trusted platform module that guarantees the integiiithe hardware, a secure boot that guarantees
that what gets booted is only a trusted, verified copy of ther@jng System, followed by an attestation) is
no dobut a very effective security paradigm. It can be a g@deguiard against many vulnerabilities (such
as boot-sector trojans etc). However when it comes to DRMiaadse protection, this security paradigm is
not sufficient to provide unconditional, analytically pedote guarantees regarding the encofcement of DRM
policies.

We then discuss possible approaches to tackle this issudtafase protection. Our analysis indicates
that a lot more elaborate hardware and software infrastrads needed to guarantee that software that falls
in the hands of a remote client cannot be reverse-engineeieel re-used in any manner not consistent with
a predetermined and mutually agreed upon manner.
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We would like to clarify that our goal is not to champion andfierther the goals of the software in-
dustry. Rather the later part of this paper includes a thmaleinvestigation of the fundamental limits of
software-only mechanisms to protect software. Note thah sirong guarantees regarding the protected
use of software are needed in in Military/Defense scenagmnsitive equipment/enties (for instance a re-
conissance plane/drone or a robot-soldier of the futureldcbe provided to “allies”. Should the events take
a different turn and the should the erstwhile allies beconheesaries, they should not be able to reverse
engineer a single bit of the control software, neither stidhky be able to use the entites (reconissence
drones, robot cops ....) without the permission of the aagivendor (otherwise the same drones and robot
cops could be used against the supplier !).

I.1 Background

Simple checks based on times-tamps can be defeated. Foplexdrthe software merely ‘checks for
current time (many software products typically have a 30 i@y period) it is trivial to set back the BIOS
clock of the virtual machine and turn off network communicas (to prevent access to externaltime servers)
and run the software. Simply setting BIOS clock is not theatigvin this work.

[.2 ldentifying and defeating clock manipulations

Note that an easy way to safeguard against simple clocktiregetis.to maintairadditional (state)
information . For instance the application would maintain logs of how yriames it was invoked, how much
time elapsed between each invocation, etc. It could get en@r elaborate-and create a nonce based on the
system parameters (including processor serial numberSB&Vision number, release date, network card’s
MAC address and a large number of other values related toealbliperals such as hard drives, displays,
removable media drives etc). That nonce could be used teedarkey to encrypt the number of times the
application got used, invocation times etc.

Since it is hard to keep track of which parameters might getiue a nonce, the simple strategy of
maintaining additional state information was very effeetiintil virtual machines appeared....

.3 Virtual Machines Enable State Rollback

The application may gather all the information it wants gttt even randomize the information it gath-
ers, (for instance it could track the keystrokes input byedént users, and use the mouse motion patterns,
timings etc. to generate nonecs that are unique to eaclsuisercation and usage of the application).

The question is where can the-application keep this statenrgtion ? certainly keeping it inside the
virtual machine is no good because the adversary could gidiptard the copy of the machine after a data
processing session and re<start.from a pristine copy eueglestime as summarized by the procedure below.

‘Case | : Local State information only| This category includes licenses that maintain local st#taiina-

tion (including encryption.of usage parameters etc). Thebate that distinguishes this category from the
others is that an end-to-end encrypted challenge-res@arikentication with some “license/authentication/adton
server” entity. is not'needed to “unlock the software”.

Suchocal-state based safeguards can be easily circuetdvastindicated below :

(1) Install a copy of the application on a virtual machineisld¢opy is henceforth called the Pristine-Virtual-
Machine (PVM) that includes the freshly installed applical.

(2) Every time that software is to be used, copy the PVM anktloalcopy the Temporary-Virtual-Machine
(TVM)

(3) The virtual-BlOS-clock of the TVM is always initializeth a suitable time AFTER the software got
installed (most software programs check that system tinpast the value snapshotted when the ap-
plication got installed). Note that the TVM is simply a FIL&0 it can always be started in the exact
same state (by controlling all the inputs at boot time, itasgible to make sure that the random number
generators end everything comes up in exactly the saméngristiate so that the application found itself
in when it got installed in invoked the first time).

(4) The TVM’s Internet access is heavily filtered: it has agte Internet address (for example 192.168.X.y)
and lists the Virtual Machine running the host operatingeaysas the gateway.




The main point is that all the network communications of théMl'can be monitored/intercepted.

(5) Now bring over files to be processed using the applicatinio the TVM, modify their dates as desired.
Turn off network access and then run the application. Wheragbplication has finished, transfer data
out of the TVM
and delete the temporary-virtual-machine (TVM) that ram application.

This is accomplished simply by deleting the TVM file
This wipes out any state information the application may hae kept.

(6) So every single time the applications thinks it is steytafresh. As a result attempts to control the use
of the software are defeated.

Since any local storage of state information is uselesse thee two other paths the application writers
might take
(1) Try to distribute/hide the state information in the udata files themselves (possibly even using stegeno-
graphic techniques) (2) Communicate the state informatioam trusted “Activation/Authentication” server
(Henceforth denoted as “AS”) using the precompiled pubdig &f the AS.

Next We show how each of these approaches can also be defeated

[.4 Problems with hiding state information in user data

() Note for that any application to be of any practical uselist be able to “import” data not necessarily
exactly in the format the application writes it out.

(2) So as long as the user can manage to locate and deletathéndration the application wants to
write into the output file, the application can be told to “iomfjithe stateless data at the beginning of each
session.

(3) Stripping the application specific state informatioonfr user data files is even more easy if similar
competiting software applications exist. Then for intee@hility reasons, the vendors are likely to support
an application independent data format. It suffices to exalbidata files in this application independent
format.

(4) Even if such such application independent data formatsod exist (i.e., only that application vendor
has a monopoly and a stranglehold over all data formats)still possible to figure out where the application
data is being written in a file. One way to.discern the locatibapplication state information is to export the
exact same data set (objects, projects; entities etc.)ffatatit times, under different uid’s, access control
authorizations etc. The differentversions can be comp@rgidg any number of tools including even simple
ones like the “diff” command). The-portions/bytes where daga files differ must be the state information.
All such differeing bytes.could be easily identified and rigien in any desired manner (since they are not
encrypted).

(5) If the appliciation uses encryption or obfuscation (iimstance via hashing) then it must rely on
static/precompiled algorithms as well as keys. The pdedicaspect of static/precompiled keys which is of
interest here.isithat.the keys are always the same. Idealkeys should be derived from hard to replicate
(and in that sense close to “truly random” parameters) ssdfi@number of network bit errors since last
boot, current cpu temperature, the number of times the maasemoved in the last two interactive logins,
etc). However if the application chooses to do that then webarck to the basic “where to store the keys”
problem (since storing them within application binary litse in any other place in the virtual machine is
useless because the entire virtual machine could be destafter each use).

That in turn implies that all copies of the application theg distributed/sold must use the same key
(otherwise user A cannot share files with another user B dfexreint site). A few keys deployed on a large
scale will invariably leak out eventually.

(6) Encrypting user data leads to other serious issues $taunce it is easy to do a DOS attack : if a virus
could simply change a bit in the user data file the resultirgaibuld fail application’s checksums/decryption
tests and the user would lose all their data.

(7) Likewise, if user A in organization Org-A sends data geted by the application (that wants to
protect itself by burying “state” information in user dat&e$) to user B in organization Org-B then the



copies of application installed Org-B must be able to recogand validate the legitimacy of the data they
received from Org-A.

Itis clear that embedding of application’s state inforroatinto the user data will require certificate/state
verification hierarchies and will therefore inherit all thell-known probelms of certification hierarchies.
Creation and maintenance of such hierarchies is certa@fpid the goals most software vendors (ought to
and typically do) have: “writing a good end-user applicatio

For all these reasons we believe that hiding the state irdtiom in user data is unlikely to be the method
of choice for enforcing DRMs.

That leaves us with the only other possibility, viz., gatsiate information andent it to a trusted third
party for verification/authentication

I.5 State validation/authentication from Authentication server(s)

Based on how actual software licencing has evolved we disigh two cases :
case (a) The state/code/keyl/license verification is dohearte at the time of first invocation of the appli-
cation.
case (b) The state verification is done more frequentlycslpi upon each invocation.of application.
For each of these cases we show how the Reincarnation atad@easily circumventthe license restrictions.

‘ Case a: Local state + one time communication with an Activatin Server (AS)‘

Now consider the case where the application talks once tatemal entity-that verifies the license/state
on behalf of the vendor. The main point is that in this casetmemunication with the AS is very infrequent
(only once to unlock the software) and hence the vendor nhiglatble to provision the Authentication server
in-house or at least in one location where it completely @dsitthe Server and its environment. In this
scrnario if an application presents a valid “state” the ABdsethe’ “you are blessed to run” response. The
receipt of this response unlocks the software.

This license scheme is easy to circumvent:

(1) Get one legitimate copy of the software, install it in gwal machine and simply record the transac-
tions with the Authentication server.

(2) Every time the application is to be.re-used, re-startviieal machinen exactly the same state
(2-i) The application comes up with the EXACT same state ¢hehe exactly identical challenge/response
information) (2-ii) Simply replay the'recerded “blessifigeom the AS and the software unlocks itself.

note that this is accomplished.without touching the enaoypt

Local state + frequent communication (at least once per invgation) with an
Case (b): on-site License Server/Manager (LS), which in turn commurgates with
software vendor’s trusted Activation Server(AS)

Now consider the most elaborate case where the applicatlis to a License Server/Manager every
single time it is/invoked and also intermittently at randames during the execution of programs after it
has gathered and analyzed random portions of USER DATAiSfmteractions for that particular invoca-
tion. Note that different users must necessarily applhyedsiit inputs in order to accomplish different tasks.
Consequently, the state information that the applicatisesus different each time, it is truly session/user-
input/user-data dependent.

Sophisticated commercial high-valued software packagigsh(as VLSI CAD tools from Cadence, Syn-
opsis, etc., Auto-CAD, and potentially Oracle and otheadase softwares) typically do this type of check-
ing. For example every time Cadence VLSI CAD package is iadpht contacts a license server. It also
“renews” the license-lease periodically.

In order to beat this scheme, realize that the license séh®r that so closely tracks the usage of
applications must be installed at the site where the agjaicaoftware is deployed used.

Note that the the Authentication Server in the previous casgd be located at vendor’s site, i.e., away
from the client sites. However for the reasons stated beldiwemse server has to be installed on each
client’s site.



a: Data sensitivity/secrecy
organizations like the the defense/security agenciekd@md in fact all autonomous systems) typically
go to extraordinary lengths to minimize data flows across thmrders for for obvious reasons.

b: Scalability
if each time a user invokes the application (where each atmiec must be blessed by a license server),
if an encrypted challenge were to be sent to one centraldeenanager at the vendor’s site, it would
become a single/central point of failure. Such a serverdtbel subjected to DDOS attacks to prevent
ALL clients from using the application.

c: Initial startup delay would be substantial

For all the above reasons, it is fairly accurate to assume ttighe License Server (LS) will be in-
stalled at the client’s site. This is the weak-point that carbe exploited as follows :

(1) Install License Server (LS) itself on a virtual machir@ll this the PLSVM (Pristine-License-Server
Virtual Machine).

(2) The application software is also installed in anothertddl Machine, the Pristine-Virtual-Machine
(PVM).

(3) Note that PLSVM and PVM are simply FILES they can be copied and/orpackaged as required.

(4) The very first time and only one single time the Licenses8efLS) is'instantiated legitimately in “THE
REAL reality (as opposed to a virtual reality). In other wigrthe License server is allowed to communi-
cate freely with the software vendor's Authentication @SenHowever, all its network communications
are recorded. (what matters is that the “blessings” fronstifevare vendor’s authentication server (AS)
that “unlock” the license server are recorded). Note thatelis no need to break encryption or reverse
engineer or even touch code and/or data.

(5) To circumvent license restrictions, always distribt® machines i.e., the 2 FILES
(i) PLSVM and (ii) the Pristine Virtual Machine (PVM), thabheapsulates/traps the application software
itself

(6) To run the application, first make.a temporary copy of ttistipe license server, call it
“Temporary License Server Virtual Machine” (TLSVM) and @alsiake a copy of the client-machine to
run the application itself which-is the Temporary Virtual tkéne (TVM).
Each time the software is.to.be used, first unlock the licemsees (inside TLSVM by replaying the
recorded “blessings” from the Authentication Server (AS))
Note that the replay attack on the License Server machinksamgcause of the same reasons as above:
It is started with-the'exact same initial state every singieet Consequently it sends the EXACT same
encrypted challenge back to the Authentication Server EAUME. The Authentication’s Server's
responses ‘are recorded and replayed from then on forevaacim“Re-incarnation” of the License
Server.

(7) Atter thelicense server wakes up, start the TVM that aimst a copy of the application.

Note that both of these copies are essentially trapped iirta&V capsule”. Now the client merrily talks
to the server using the *heavy encryption*. Little does thient know that the license server is nothing
but simply another virtual machine running inside the samme!b
(8) Once the application is finished, transfer the data odtdmlete copies of both the Temporary License
Server Virtual Machine (TLSVM) and the client (Temporaryrtdial Machine) that were run.
(9) Any state the License Server and/or the client maintained ishus wiped out.
(10) Since before each use we start from a pristine copy olickase server as well as the client, this new
virtual-environment attack can fool the license serverigndlients forever.
(11) In case the local license server wants to talk to the A& dn a while, those responses (from the AS
whoever) can be recorded and played back. once again beba&ugense server is being started afresh,
replay attacks work.



In summary we have demonstrated a new method of attatke: Re-incarnation attack < a spe-

cific Blend of Controlled instantiation of software entities, selective “Replaying” of some parame-
ters/messages and “Man-in-the-Middle” attacks

It is more powerful and more damaging than previously knottacis as illustrated by the following

scenarios.

1—

2 —

3—

‘ Re-incarnation attacks and entertainment industry‘

Consider the on-demand movie watching scenario: The msdgrniamically encrypted with a new key
for each request to play it. Furthermore, the key is typycalanged several times within the duration
of the video delivery.

No matter how many times the keys are changed, the Re-incartian attack can capture the video
with low effort as follows :

Install the video player application (say the DVD playergimirtual machine (call this.machine the
Pristine Virtual Machine, PVM).

Only for one time, watch the movie legitimately.

During the legitimate run, record all the communications beaween the video-player-application
and all the external peers it interacts with as seen by the netork card (including-the video stream
as well as the “blessings”). Then bundle them together. Thibundle of recorded communications
from the server-side entities is henceforth called the “Capured-Server (CS)”

“Captured Server” + Pristine Virtual Machine are encapsaan anether-virtual machine
(which we call the Dragon-Virtual-Machine that simply devany content that it comes across only
once.

@ To watch the movie for free for ever thereafter, Simply insi@e the Dragon Virtual Machine
(DVM)

All the DVM does is that it “awakens” the PVM.in the exact sarteges each time and then feeds it the
video stream and the “blessings” needed to unlock it.

Note that the DVM is simply a FILE..In fact the DVM can be realizas a self-extracting archive
so that all a user needs to do is double click to watch the movie

The ultimate blow: A virtual machine can automate the entitdtimedia stream capture process !

i.e., perform all the recordings:as mentioned above and gaelCS and PVM and generate the self
extracting archive DVM aka, the.free copy of DRM restricteshient

This we call the Evil-Virtual Machine (EVM). EVM is the “sqt” that any “script-kitty” can execute
. All the user does is'starts the EVM and watches the movie ontie. The EVM generates a nicely
packaged DVM.=free'copy of the protected software and data.

Creating.Free Copies of Licenced Softwares

Now consider software applications and their use in foraigantries (China/lndia/..... One legit copy
of software (such as Auto/Cad or Vista) would be purchaseldan legitly for a few days and then “the
software can be used for free by all others”.

Again one Evil Virtual Machine could be dedicated to devone darget application.

Resurrecting Old License Manager Processes/Machines quiWe actually accomplished this task
for a commercial VLSI CAD software suite. (purely for the pase of Research and Development,
after the experiment we destroyed copies of the apparatus).

1. Cloned the old license server machine as VM1 (Virtual MiaeHL) and installed the old/expired
license server from 2006 and copied the license files.
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golum@localhost:~ (on localhost.localdomain)
Fle Edit View Terminal Tabs Help

10:43:45 (cdslmd) Multithread Route Option NC VHDL Simulator NC Verilog Data Prep Compiler [
10:43:45 (cdslmd) NC Verilog Simulator NeoCell OASIS RFDE

10:43:45 (cdslmd) OASIS Simulation Interface PAS Assura Drc Generator PAS Assura Lvs Generator
160:43:45 (cdslmd) PAS Diva Drc Generator PAS Diva Lvs Generater PAS Dracula Drc Generator
10:43:45 (cdslmd) PAS Dracula Lvs Generator PAS ErrorCell Generator PAS Graphical Tech Editor
10:43:45 (cdslmd) PAS Pcell Generator PCB design expert PCB design_studio

18:43:45 (cdslmd) PCB librarian_expert PSpiceStudio Pacific Noise Analyzer

10:43:45 (cdslmd) PlaceBase ALL RTL Compiler Ultra RouteMVIA ALL

10:43:45 (cdslmd) SOC _Encounter GPS SPECCTRAQuest SPECCTRAQuest_SI expert

10:43:45 (cdslmd) SPECCTRAQuest signal expert SPECCTRA 6U SPECCTRA PCB

10:43:45 (cdslmd) SPECCTRA expert SiP Digital Architect GXL SiP Digital Layout GXL

18:43:45 (cdslmd) SIP Digital SI XL SiP RF Architect XL SiP RF Layout GXL

10:43:45 (cdslmd) SignalStorm Lib Characterizer SignalStorm Parallel Sim Signalstorm NDC
10:43:45 (cdslmd) Spectre Burst AllegroSI Spectre Parallel Analysis Test Design Analysis
10:43:45 (cdslmd) Test Mfg Fault Isolation UET ULTRASIM

10:43:45 (cdslmd) VERILOG-XL VIRTUOSO CM OPTION FOR VSDE VIRTUOSO SPEC DRIVEN ENVIRO
10:43:45 (cdslmd) VXL-TURBO VAL -VCW VXL-VET

19:43:45 (cdslmd) VXL-VLS VXL-VRA Virtuoso Layout Suite GXL

10:43:45 (cdslmd) Virtuoso NeoCircuit DFM Virtuoso Schematic Editor XL Virtuoso Spectre
18:43:45 (cdslmd) Virtuoso Spectre RF Virtuoso XL Virtuoso XL

10:43:45 (cdsimd) VoltageStorm Cell Transistor2 expgen pcomp

10:43:45 (cdslmd) plotVersa plotVersa skillDev

10:43:45 (cdsimd)

10:43:45 (cdslmd) ALl FEATURE lines for cdslmd behave like INCREMENT lines

10:43:45 (cdslmd)

10:43:45 (lmgrd) cdslmd using TCP-port 52863 =
10:44:02 (cdslmd) OUT: "VERILOG-XL" golum@localhost.localdomain
10:44:04 (cdslmd) IN: "VERILOG-XL" golum@localhost.localdomain

|ﬁ§\ [ B golum@localhost:~ (on localhost.localdomain) J | :z@

£ Applications Places System [B@ & Smeagle  10:44 AM )

golum@localhost:~

Fle Edit View Terminal Tabs Help

Use, duplication, or disclosure by the Government is subject to
restrictions as set forth in subparagraph (c)(1)(ii) of the Rights in
Technical Data and Computer Software clause at DFARS 252.227-7013 or
subparagraphs (c)(1) and {2) of Commercial Computer Software -- Restricted
Rights at 48 CFR 52.227-19, as applicable.

[2]

Cadence Design Systems, Inc.
555 River Oaks Parkway
San Jose, California 95134

For technical assistance please contact the Cadence Response Center at
1-877-CDS-4911 or send email to support@cadence.com

For more information on Cadence's Verilog-XL product line send email to
talkv@cadence.com

Compiling source file "test.v"
Highest level modules:
Testbench

out t = 00000000000EEO000

out t = 000000E0E00100010
out t = 0000000000R110111
out_t = 000REEEEEOREHEEEE

L173 "test.v": $finish at simulation time 1e8e6E8

8 simulation events (use +profile or +listcounts option to count)

CPU time: 0.0 secs to compile + 0.0 secs to link + 8.0 secs in simulation
End of Tool: VERILOG-XL 05.40.003-5 Nov 9, 2007 10:44:28
[golum@localhost ~15 [ —

|ﬁ§\ | B golum@localhost:~ | [ :z@

Figure 1: Screen Dumps from the License Server resurreetxperiment.

Top: Re-incarnated License Server  Bottom : Virtual Mactmenning application



2. Installed the executable on VM2.

3. Set up private virtual network between VM1 and VM2. In thigtual reality” anything can be
controlled so the clocks in the virtual network all said i2306 years past A.D.

4. Executed verilog test case on VM2,

5. Checkout of license shows up VM1.

The Verilog code ran fully and completely on VM2 with the “bings” of the resurrected license server.
Screen dumps showing the runs are included in Figure 1.

4 — Impact on Military Scenarios is discussed below toward the end of the next section.

Implications

®

The above examples demonstrates that the virtualizatchimtdogy when leveraged towatiis new
mode of attack, is a lot more capable than what “merely settig clocks back” can achieve

It neutralizes all attempts to authenticate-and-permit the use of software based on local state
information (i.e, information local to the client’s site)

Note that “Nonces” is fundamentally a way of distributingtstinformation. Instead of only one entity
(the server side/entity) taking on all of the burden of antlwation, part of the load can be balanced
by distributing some state information to the client-siggically.in the form of “nonces” (ex., cookies))

However, the first above shows that with the help of virtuathiaes; such nonces or in general any
kind of state information can be wiped out without breakihg encryption. Consequentlgt each
instantiation, the application must make decision.only basd on what it can access in the current
instantiation, it cannot use state information from past invocations.

This in turn implies that “MMW” detection mechanisms must linglt into each application that is
serious about protecting itself.

Furthermore, the MMW.could-get evolve into a leaner and meangty (this is always the case in
the spy vs. spy game, as long as one is ahead of the adveilsgeyyhave the advantage). As was
demonstrated with the *bluepill” attack, the MMW could “tuthe malicious mode on” not necessarily
from the start but at'any-time during the current instardiatof the application. This in turn implies
thattests to detect the presence of MMW must be spread out througiut the time the application
process is alive.

In more general terms&ny remote system that can be initialized into a predictablestate is poten-
tially inndanger of being commandeered away Virtualization happens to be one technology that can
ensure that the remote system (installed at the clieng} sén always be initialized into exactly same
state each time thereby making it possible to use it indefinivithout breaking encryption.

Software by itself can never uniquely identify/tag itself This has two aspects :
(1) Since software can be copied/replicated one replica/og cannot be told apart/distinguished
from another when in storage (i.e. when the s/w is not runniny
(2) By inputting identical parameters the s/w can always be garanteed to behave the same way-
s/w by itself cannot identify or distinguish another replica/copy of itself even when it is instantiated
(i.e., running)
Consequently, software is is always vulnerable to the Re-tarnation attack

To avoid Re-incarnation attacks, the chain of trust mustdmdtrapped in hardware. Note that hard-



ware attributes (noise in ckts, etc) are hard to replicatélardware-rooted random number generators
can provide a sufficiently unique/non replicable sequericences.

Let us re-examine some military scenarios in light of the abee

(1) Future sensor networks will be created by “air droppiegsors”. The sensors then discover each
other and form a network. For the ease of discovering thedrqset is desirable that they initialize into a
one of the (relatively few) known initial states.

However, such a design carries the security risk we've destnated. If the adversary can initialize the
sensors into a known state then the sensors could be “ativahd harnessed by the adversary.

(2) Unmanned reconisance agents (includes small dronegland other types of unmanned_probes)
carry even bigger risk. If they can be initialized into a knmostate, then the adversary could commandeer
them to the adversary’s advantage.

*rxxkkkk parts after this are being re-written. the secondapt deals with how to solve the malicious
middleware problem

———- IGNORE STUFF AFTER THIS LINE for the time being ———

Il The fundamental problem of MMW detection and our.solution strategies

As seen in the prior sections if a license server can be Iagtain a virtual machine, the software that
the license server intends to protect can be freely useded@md distributed to others which corroborated
the well known quote/adage “a bit in control of the user isabit under your control” [10].

In essence Malicious Middle-Ware (MMW) can subvert the mailbn’s sense of reality by trapping it
in “virtual reality” environments. and inducing it to unlldtself.
xxx The problem is then essentially this : how can.an applicadiecipher if it is being subjected to the
MMW attack ?

First, we would like to point out that MMW detection in its ladest sense is distinct from Detecting
the presence of a Virtual Machine server. For instance thevWiWbuld include the traditional Man-in-the-
Middle attack (which can happen in the network, far away ftbevirtual machine that runs the client).

In security everything depends on the assumptions madeufisgis a state of mind...”). We therefore
clearly state our assumptions first.

.1 Assumptions

(1) The Malicious Middle Ware can completely isolate andagstilate the application and the License
Server entities.

(2) MMW can set any parameters it wants in this virtual rgaiiap in which the license server and the
client software are.imprisoned. Consequently if the agpidn queries “current time” the Virtual Reality
will give it the time the application would like to hear.

Note that it/is not merely a matter of software trapping aldhe virtual reality could include physical
hardware machines dedicated to run the “canned” licenseisand application software. The actual hard-
ware clocks of these machines are initialized to whatevieregthe owner of the virtual reality wants them
to be.

(3) No attempt is made to break encryption or reverse-emgitiee code. In other words we are es-
tablishing the capabilities of Re-incarnation (i.e., anbl®f controlled re-instantiation, recording/reply and
man-in-the middle) attack by itself.

[I.2 Possible Solution Strategies

This second assumption above implies that the applicatifivare cannot trust any response it gets
from BELOW (in the direction of the CPU and network interfég)eof the machine on which the software
is running.



Neither can it depend completely on inputs it gets from théeRSin case the user is actively interacting
with the software (which may not always be the case, for mta@Dracle servers), the MMW could very well
playback/filter/modify/delay user-input events (keyekl, mouse movements, etc) just enough to thwart any
guantitative estimation of real-time intervals and othargmeters which could help break the virtual reality
trap.

‘ (1) Pre-Compiled Core of trust (Uncover Virtualization Wizard (UVW) ‘

One Possibility is to include a Pre-Compiled Core of truste @éll such a core the “Uncover Vir-
tualization Wizard (UVW)". It consists of a suite of a largeamber of executables of all different typed
(predominantly memory bound, CPU bound, CPU blaster, mgmlaster/hogger, network-card blaster, i/o
bound, mixture of all, etc.). The application software wbrdndomly chose a workload mix and run it and
keep track of the relative order of completion of the tasksval as the estimates of the amount.of time
required to complete each thread in the workload.

In order to hide its own existence, the MMW (which createsfiiteal reality capsule) mustblock/heavily
filter at least two things

(i) System calls that return real Time Durations as well asé#ithat current date/time values.

(i) If the application can get an encrypted message acssrme trusted third party “time stamper”
the virtual reality siege can be broken. To prevent this MM\Wsirfilter all communications with external
entities.

second item above is where the MMW can be overloaded. Forutmope of illustration, assume that
there is an infrastructure of “relay nodes”. All they do iscdgt the incoming packet with their private
key and uncover the real IP address inside and forward thefipayload packet” to that address. Now the
application can be pre-compiled with the public keys of astea few well known relays. It blasts a flurry of
packets at random times to a bunch of relays. The-inner.askeleasf the payloads all point to the software
vendor's Authentication Server. The relays decrypt thelgemy and send the packets to the AS. The AS
then sends the replies back through a different set of relBlyis way the Malicious Middle Ware will have
hardly any clue about which of the outgoing. packets to blautt which of the incoming packets to block,
if it tries to filter all, it gets overloaded and the applicatican lock itself down.

‘ (2) “Hardware Assisted Lifting of Trust” ‘

Note that the noise in a circuit.and other physical attributee very hard to replicate. As a result
a hardware-rooted random number generator that uses ymdephysical quantities (thermal, electrical
noise, residual battery charge,.etc) to generate the randonbers produces a sequence that is hard to
replicate. Samples from.such a sequence could be ussekdsto a regular LFSR or Fibonacci feedback
shift registers. Since the initial seed is unique the resybequence of random numbers will also be unique,
almost impossible‘to replicate.

Furthermore, hardware cannot be “copied”. Because of ti@eereasons, hardware can uniquely
tag/identify/nameitself.

We therefore propose the following method hardware asbistethod to defeat Reincarnation attacks
(we would like to re iterate that one of the assumptions isWedo not want to touch or reverse engineer
code or break encryption. We are finding out how far Re-ingéon i.e., a combination of controlled re-
instantiation, recording/replay and man-in-the middia) go by itself.)

(1) The license manager is a physical hardware module (ssighsanart USB dongle or a smart card). It
stores a number of public,private key pairs and it can irdyrgenerate private keys.

(2) For each copy of the software suite to be licensed, a paly&ey (in the form of a dongle/smart card)
is created. and physically mailed/sent to the end user ightse one-time out-of-band communication
taking place via the good old "sneaker net”). The physicalgle contains a sufficient sized EEPROM
and encryption/decryption modules as well as the two mastarcomponents (that together are the
unique features of our proposed mechanisms to the best dnowledge)

A hardware rooted random number generator whose outpetryshard to replicate.
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@ Entries in the PROM that store the date and time when theldamas created, to what day it is
supposed to be used and maximum number of invocations (assibbpa few other parameters).

(3) After receiving the physical key the user inserts it ia thSB-port. The key/smart dongle then gives the
user some codes that are used to authenticate the user tecémse Manager Vendor (LMV, which is
the entity that plays the role of Flex LM or other such vengloiehe LMV then embeds/encrypts the
application with public keys whose corresponding privaggskare known only to the dongle (not even
to the LMV employees/entities that are authenticating te ser).

(4) Now when the application is invoked the first time, it setite dongle an encrypted value of the current
time reported by its environment.

(5) The dongle reads it, decrypts the time inside, on chipmares time-stamps, if valid stores the/new
time-stamp physically in the EEPROM that only it can seeahse it is physically contained within the
smart dongle. It may overwrite previous time stamps as regyi

(6) The dongle then re-encrypts the time and a random noregext by the hardware-rooted. random num-
ber generator with one of the public keys of the LMV’s Authieation Server, and.returns it to the
application.

(7) The application has to pick up this payload and send ih&éAuthentication Server.~The Malicious
Malware is now powerless because all the encryption/déionyps happening inside the smart dongle.
Also replay attack does not work because the nonce is haedwated and.therefore not replicable.

(8) The AS of the LMV compares the time-stamps and performgedgiermined function on the nonce
and encrypts it with another public key whose private keytasexl only inside the dongle. When the
application receives this packet, it re records its own tstamp again‘and sends the both these to the
smart dongle. The dongle then sends an encrypted "yes omepdy to lock or unlock the application.

We once again point out that the assumption is that the codetibeing tampered with. The current
secure execution platforms such as Intel Trusted ExecUanology [4, 5] and AMD Secure Execution
Machine provide assurances that the code is correctly tbadd has not been modified. We believe that
the only thing missing was the ability to bind the instamtiatof the executable to the hardware key. This
functionality is achieved by the proposed mechanism urttepteviously stated assumptions.

In the most general sense, the only way.to break out of the “viual siege” mounted by the MMW
is to have an “out of band communication with.some trusted erity”.

The proposed hardware key mechanism achieves such an cann@étiommunication effectively via the
“sneaker net.” We believe it should not be“difficult to sutdé this physical path by an electronic delivery
mechanism. We are currently working on developing this nedtgy.

1l The “license Stretcher” attack

Some applications go'to extra-ordinary lengths to includelvare keys in the forms of USB dongles
or other hardware modules. As mentioned abdivdesigned the right way, the smart dongles do thwart
Re-incarnation attacks, i.e., software will not functioitheut the hardware key and multiple instances of
the same'software cannot concurrently run either.

In many cases, software revenues depend upon the numbenaircent (and/or independent) copies
one is allowed to run. (typically called “the number of séats

The License-Stretcher attack is in principle very simplestéad of buyingn-seat licences, buy a single
seat license and still allow multiple concurrent usage.

The method is simple :
The application is always instantiated on a machine wheréandware key is deployed and is always

instantiated in the name of a default owner (in case the @omggs UID values to check for multiple
concurrent instances).

When User 1 wants to execute the application their files aveditt over to the application server
machine; a new window/tab is created and bound to the firatalidesktop which is mapped/piped
back to Userl’s actual desktop (if User 1 is Connected vimaimetwork computer)
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When User 2 wants concurrent access, their files can be browghto the application server under
the same default ownership but in a different directorgléol
The wrapper then requests a new window/tab, binds it to tbergkvirtual desktop which is mapped
back to User 2's physical desktop.

Multiple users are handled the same way.

There are some performance and security issues : what iflugaaed user 2 use clipboard at the same
time ? We are in the process of demonstrating that it is faiagy to extend native OS’s support for multiple
concurrent clipboards.

Performance is likely to be less and less of an issue bechas®mtdware manufacturers are themselves
putting in the hooks for efficient virtualization. In otheowds the job of the hypervisor is becoming easier as
it becomes an ever thinner entity that simply doles out/ntaglss to hardware components. (for example two
physical duel core machines might support say 6 concurrieital machines). With increasing. hardware
support for virtualization, the slowdown caused by conentiusage by multiple users should be expected to
dwindle rapidly, making the License-Stretching attackrevwere attractive to small entities with close-knit
work groups where the individuals need to collaborate aiyviia such a case instead. of-buying multiple
licences the small company might be able to get away withglesgeat and use thesmoney saved into more
hardware resources for the single seat server machineaghste

Virtual Machines make it easier to reverse-engineer softwa

Note that Virtual machines provide a convenient simple dgffidient mechanism to snapshot/single-
step/debug the entire state of the processor. If everytliasgtrue hardware, it might be harder to record/snapshgtési
step the entire system.

In as sense, virtual machines constitute a more versaiedgul’and easy to use “de-bugger”. Un-
rolling, reverse-stepping is also possible in softwaredribat hardware debugger can only remember past
values in variables, it may not be able to actually “undo” Hag/lastk operations. A virtual machine that
is fully emulated, on the other hand is simply a<ile, and hercREVERSE MACHINE could also be
constructed in SOFTWARE to back-track to desired pointsather words Forward and Reverse operations
to rapidly converge to the desired state are.analogous tle@ided convergence (where the error between
desired and target value can be both positive. and negatiiejeas a hardware processor can really only
execute operations in one direction, which is.like singtked approximation.

Consider another example: If:thewoperating system alwagdsldgtself in the same way and locations,
then the adversary knows what locations need to be compedmiton the other hand the OS dynamically
loads itself in different locations-at each boot time thea jibb of the adversary is harder. One possible
non-replicable method would be'deliberately load randotnegin the memory after the memory-check at
boot-time is finished. A malicious hypervisor underneath @S could change the contents of the memory
to be all the same and then'the OS “thinks” it is dynamicallgdiog itself but the hypervisor is forcing it
into a any box it wants...:

IV Conclusions

In this paper we presented the novel Re-incarnation attak. showed that any license and DRM
method that depends solely on software can always be cirenred. Actual screen dumps of experiments
done to verify the theory were presented. Besides the fued&ahtheoretical observations/connections
made throughout the paper, we conclude with a speculationtgthilosophical implications of virtual
machines:

One of the most famous bad theories is the Cartesian betiettik mind is software, separate from the
body which is hardware. This is definitely not how humans warkd this bad theory leads to horrendous
philosophical problems.

Now along come virtual machines (VMs). Typically these aeéirted as existing entirely in software,
completely separate from any hardware. As such, VM is a Garneé'mind.” What are the implications?

Our work demonstrates that software cannot uniquely ifgtdag/name itself.
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However an individual's mind is quintessentially their gqué characteristic or in other words mind can
uniquely identify/tag/name itself, no two minds are knowrbe exactly alike.

This suggests that Mind cannot be a purely software enstgcé mind can uniquely identify itself but
software cannot do the same). Mind games and debates agdelieve that virtual machines can never
achieve “self consciousness”.

In other words we believe that a fundamental contributiorthig virtual machine work is to better
delineate what is required to achieve “Self Consciousness”
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