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EXTENDED ABSTRACT

For modularreductionw.r.t. afixedmodulusP we, shav thefollowing results:

(1)

(2)

We shaw a straightremainderingnethodthatyieldsthetrueremaindeiin ©(2.5N IgN) effort, which
is equivalentto 2.5wrap-aroundcyclic/negagyclic) convolutions-withone-gperard-fixed Themain
featuresf this methodare

(a) it produceghe true remainder(X modP) in ©(2.5N IgN) effort (in contrastMontgomerys re-
ductionstepproduces<-R~1 modP).

(b) mostimportat: it works for ary modulusP, irrespectie of whetherrelatively co-primewith
certainradicii.

This methodcoversall casesvhereMontgomerys algorithmis not applicable(eitherbecause

(i) themodulusP is notrelatively co-primew.r.t theradicii of interest,or

(i) because¢he numberof repeated-relatethodularreductionsrequiredis small: for exampleper
formingasinglemodulamultiplicationAx B modP. Here,theforward-andeversetransformations
requiredoy Montgomerys methodmale it too slow)

(iif) By castingstraightremainderingn aform similarto Montgomerys methodwe have effectively
extendedtheframework in [?] to straightremaindering.

For Montgomery-reductionwe shav a new variationwherein, the order of cyclic and negagyclic
convolutions can be changed(so that the total effort remains®(2NIgN)). This seeminglytrivial
changeof orderhasfundamentaimplicationsbecausé allowsthechoiceof R= R, = 2"+ 1 thereby
substantiallyincreasinghe numberof casesvhereMontgomerys methodis applicablebecausef 3
reasons:

() 2" + 1 haslot fewerfacctorsthan2" — 1 sothatit is morelikely to be coprimew.r.t. modulii P.

(i) Ry =2"+1andR_ = 2"— 1 arealwaysrelatively coprimewhich allows for thedynamicselection
of oneof thetwo astheR.

(i) For mostefficient FFT computationghe word-lengthn is a power of 2. SoR, = 22" 4+ 1 which
arethewell known FermatmumbersThis hasits own advantagedurtherexplainedin themanuscript.



(3) WeextendMontgomerys methodto includemodulli P thatarenotrelatively co-primew.r.t. R but are
relatvely co-primew.r.t. Ry (whichis thegeneralizedR—* Themodularinverseof R doesnot exist).
This furtherenhanceshe applicability of the proposedmplementation®f Montgomerys methods.

(4) Thefocusis on large wordlengthswheremultiplication is implementedvia comple floating point
FFTs However, the algorithmsare castin termsof wrap-around(cyclic/negagyclic) convolutions.
Hence the methodswill yield a speedupvenfor smallword-lengts(beyond a few machinewords,
certainly512bitsandabove). Fundamentallyaslong astheeffort requiredto performawrap-around
convolution is differentfrom the effort requiredto performa full-linear convolution, the proposed
methodswill reflectthegain.

(Thealgorithmsandthe analyticalresultsin the paper have beenextensvely simulatedin Maple andVeri-
fied). fastmodularreduction largewordlength.elliptic-curve, cryptographyFFT multiply, num-
bertheoretictransformslinearcorvolution, cyclic convolution, principle of separation

1 Intr oduction and Background

1.0.1 Notation

Word lengthof operandsn bits=n.

Ry=2", Rpk=2"+1andR =2"-1

n-bit numbersarerepresentedsN digit numbersvhereeachdigit is aradix{3 digit, sothatlength
of thetransformss N = 2"/1g 3. For transformlengthN to bea powerof 2, (3 is typically selected
fromtheset{2* 28 216}, 64-bitarchitecturesmply thatfor efficienthardwaresupportg is limited
to 216 andtransformlengthto N to about21’

Cyclic corvolution of A andB is denotedas(A ®c B)

Negagyclic corvolutionis denotedas(A ®n B)

A wrap-arouncdconvolution (which canbe cyclic or negagyclic) is denotedas(A ®w B).
Linearcorvolutionis thefull productA x B andneedso othernotation.



1.1 Problem Definition
1.1.1 Modular Reduction

Themodularreductionproblemdealswith generatingheremaindeiR whenagivendividendX is
dividedby amodulusP:

X = Q-P+S where 0<X<P? 0<R<P 1)
S = X%P following C syntax

ModulusP is assumedo ben bitslong:
M lopcn 2)

i.e., in the unsignedmagnitudeonly) form, the nth bit of P (which hasa weightof 2"~1) is 1 and
atleastonemoreof theremainingbits of Pis 1.

It is convenientto split X into anupperhalf (X) (i.e., higherordern bits of X) anda lower half
L(X) (i.e.,lowerordern bits of X):

X = UX)- 2"+ L(X)=Xy-2"+X where
Z
= [?J and
— Z%2" (3)

1.1.2 Modular Exponentiation

Here the problemis to evaluateXY%P. If X%P = Ry, repeatedsquaringand reducingyields
X296P, X*%P, X1606P, ...X% 0P,
The pseudo-codéo find theresultis:

Let Y = (Yk_1Yn—2---Yo) i n binary.
initialize: Rpow=X%P, R=1
for (i =0; i <k; i++){

it (yi==1) R=(R-Roow) %P

i f (I <k—1) RpowZ(Rpow-Rpow)%P



1.2 Linear versusWrap-ar ound corvolutions

Sincenumbersare polynomialsevaluatedat the-radix,resultsthat hold for polynomialshold for
integersaswell (the corverseis nottrue).

Let A(x) andB(x) be two polynomialsof degree(n— 1), definedby their correspondingectors
of coeficientsA andB of lengthn. Thentheir productC(x) is a polynomialof degree(2n— 2).
While this needsa vectorof length (2n — 1), the correspondingnteger multiplicationrequires2n
digits. SoC(x) is representetly vectorC of length2n whoseupperandlower halvesareU andL.
Thenacyclic polynomialconvolutionis definedasthe productmodulo (X" — 1):

C(X)%(x"—=1) = (U)X "+L(X))%(X"—1)
[(U(x)%(x" = 1) - (X"%(x" — 1))
+L(X)%(X" — 1)]%(x" — 1)
= U +L( (4)

whichis thesumof upperhalvesU (x) andL(x) of full (linear)corvolutionC(x).
Likewise,anegagsclic convolution is definedasa productmodulo (X" + 1).
C(x)%(xX"+1) =

U (X)X + L (X)) %(x" + 1)
)

(
L(x) —U(x (5)

1.2.1 Wrap-around convolutions take lesseffort

[1] For transformbasedmethodsgcyclic/negagyclic corvolutionsrequirehalf the work of alinear
convolution. Assumethe bit-lengthn is a power of 2 (otherwisethe transformbasednethodsare
alittle lessefficient). Transformbasedmethodsselecta radix B = 2K sothatan n bit numberis
representedsanN digit numberwhereN = ¢.

(a) To performa linear corvolution of two numberesA andB of lengthN digits (representedby
vectorsA, B) thefollowing stepsareneeded.

(i) Zero-padA andB with N zeroedn highersignificantpositions

(i) evaluatethe FFT of thezero-padedectors(eachFFT takes©(NIgN) work).

(iii) point-wisemultiply thetwo FFTs(this takesonly ©(N) work)

(iv) Inversetransformthe result(this requiresanothemM Ig N work).

(v) Carry-releaséthisis also®(N)).

A linearconvolution takes3NIgN work in general.lf oneof thetwo operandss known aheadof
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time (sothatits transformcanbe assumedo be pre-computed)thenonly oneforward transform
is required.In thatcasea linear convolution requires2NIg N effort.

(b) A cyclic corvolutionis obtainedoy

(i) takingforwardtransformsof A andB (withoutthezeropadding).EachFFT is now of lengthN
andthedatais real. SoeachFFT requires@(% IgN) work.

(ii) point-wisemultiply thetwo FFTs

(iii) InverseFFT theresult(©(5IgN))

(iv) releasdahecarries.

Cyclic corvolutiontakeshalf theeffort but yieldsthe sumof upperandlowerhalves(U +L). Note
thatwith precomputationa cyclic corvolution requires®(NIgN) work.

(c) Thenggagyclic corvolutionis obtainedby
(i) modulateA andB with Quy Which is a vectorconsistingof first N powersof the 2Nth root of
unity:

§2N:[1a 2N, CO%N’ wlz\lN_l] (6)

Modulatinga vectorA meanamultiplying thekth elemeniof Ak] = A, by Z<.

(i) FFT thetwo vectors. It canbe shavn thatthe particularmodulationby Qo doesnot change
theeffort level, i.e.,the FFT of the modulated/ectorstakese(% IgN) effort.

(i) point-wisemultiply theFFTs

(iv) Inversetransform(@(% IgN))

(iv) Demodulate

(v) releasecarries.

Notethatwith precomputationa negagyclic convolution alsotakes®(NIgN) work, which is the
sameorderof compleity asacyclic corvolutionandhalfthework requiredby alinearcornvolution
(it yieldsthe differenceof thetwo halves(L —U).

[2] Evenatword lengthswhereKaratsubba methodis optimal, cyclic corvolutionsaresubstan-
tially cheaperif A= (A4|AL) andB = (By|BL) thenfull linearcorvolution needs

{AnBH, ALBL and(A4BL + A Bn)}. Karatsubbasmethodcomputeshelastvalueas(Aq +AL) (B +
BL) — AnBn — ALB. replacing4 productsby 3 products.

If only a cyclic corvolution is required,then only two valuesare required(A4By + ALBL) and
(A4BL + ALBy). Thesecan be generatedvith only two productsC; andC; (insteadof the 3



requiredby alinearconvolution):

Cl = (AH +A|_)(BH + BL)
C2 = (AW—A.)(By—B)

Ci1+C2
(AuBy+AB) = 5
Cl-C2
(AHBL+A By) = 5 (7)

A negagyclic convolution would needthe sameeffort asa linear corvolution if the operandsare
split into only 2 halves. (In otherwords, at wordlengthswherethe Karatsubbaalgorithmis the
optimal,negagyclic corvolution requireshe sameeffort asafull linearcornvolution).

However, all thenew algorithmspresentedhrereinusebothcyclic andnegagyclic corvolutionsand
hencewill requirelesseffort thanif the convolutionswerelinearones.



2 Results

2.1 True remainderingwith ©(2.5NIgN) effort

Let X = RX,+ X whereX < P? andX, andX, aretheupperandlower halvesw.r.t. R.

X modP

RX
Let R?

RX
Let
PvXu

RX

RX, modP

LP 43Xy
LP 40Xy
R
LP 43Xy
R

Let t
RX, modP

(R, modP+X modP) modP (8)
R?
i ©)

PR.+9d wherd?,,0 areprecomputedjuotientandremainder
whenR? is dividedby P

(PR +0) Xy _ (P(PnvXu) +0Xy)
R R

Q’R+L then
P(QR+L)+d , PL+d

(QR+L)+0% _ iy, PL+ X (10)

R R

(PL?X”) modP (11)
wherethelastmodulow.r.t P is at mostonesubtractiorbecause
R-P+P-P=RP+P?><2RP sothat
2P and
mustbeaninteger, asseenfrom (10). (12)
LP—:SX” then,desiredremainder (13)
tort—P 14

NotethatselectingR € {R;,R_} yieldsminimal compleity because

Stepl: L = B, Xy modR

becomes wrap-around:onvolution requiring®(NIgN) work.



Lemmal: step2:

(— LP+O%,
R

canalsobeaccomplishedia a sumof wrap-arounctonvolutions:
Proof: (i) WhenR=2"+1 =R, thenfrom equation(10)t is anintegerimplies

mP+0X, = 2"+t (15)
sumof upperandlower halves= 2t

2t = U(LP+03Xy)+ L(LP+3Xy)

[U(LP) + L(LP)]+ [U(BXu) + L(3Xu))]

(LP modR_)+ (86X, modR.) (16)
anda sumof cyclic convolutionis sufficientv

I

Transformsrepresentinghe cyclic corvolutionsof L, P andd, X, canbe addedbefor taking the
inversetransformsothatthis stepcanbedonein ©(1.5NIgN): (forward transformsof X, andL,
andtheinversetransformof thesum).

(i) WhenR=2"—-1=R_ thent is anintegerimplies

LP+0X, = 2"t—t (17)
= differenceof upperandlower halves= 2t
2t = ULP+0Xy) — L(LP+8Xy)
= [U(LP) — L(LP)]+ [U(0Xy) — L(0Xy)]
= (LP modR;)+ (8Xy, modRy) (18)
anda sumof negagyclic convolutionsis sufficient

Thusthetotal effort requiredis ©(2.5NIgN) 0.

Thisis almostidenticalto Montgomerys method but therearesomekey differences:

(1) Therewasno useof any coprimenessr modularinversesijn otherwordsthe above derivation
doesnot restrict P in any manner (2) The factthat d is now multiplying X necessicitatethe
evaluationof onemoreforwardtransformin the reductionphase.This transformis the additional
work overwhatmontgomerys methodneeddo do. Howeverit shouldbenotedthatmontgomerys
methodcalculatesXR~! modP insteadof thetrueremaindetX modP. Now we briefly statethe
algorithm.



Problemdefinition /* given X =RX,+X where X <P? find X modP */
Wthout |oss of generality, we illustrate the nethod for
R=R; (the other case R=R_ is sinilar).
Pre-computation G ven P, conpute quotient and remai nder obtained by dividing
RE by P 5 = R modP and P, =(RE-3/P and
(Rt ®c P) = cyclic convolution of Ryand P

Algorithm StraightRemaidering

Stepl : L= (XyP ) mModR;
/* negacycliccorvolution, requires O(NIgN) work */

Step2 :  Conpute

ti = (L®c P)+ (8 ®c Xy) (19)
tz = (1—(Ry ® P)) modR_ (20)

[* O(L5NIgN) work  */
Step3 :  small post-processing: ©(n)

Expect edLeast Si gni fi cant Di gi t (t) = do = (LoPo+ 8oXup) modf
srem= NULL; /* initialize to sonme invalid remainder value */

foreach t in {ty,to} do /* one of tj,tp nust yield correct renainder */
if (t mod2!=0) then
if (t>Ry) then

t=t—-R_
elseif (0<t<Ry) then
t=t+R_
end if
end if
t=t/2
if (t modB=dp) then
srem=t
break [* if ty matches, break out of the for loop */
end if
end for
srem= (srem+ X)) nod P
return (srem 0 Total work is ©(2.5NIgN)



2.2 Explanation of the post processingsteps

(LP+8Xy) < RP+P? < 2R?. If it exceedsR? thenthe IFFT yieldsincorrectresult. FFT based
computationsareinherentlywrap-aroundR convolutionswhereR € {R;,R _}. Soary overflov

getsaddedbackto the least-significantigit so that overflow necessarilychangesthe least sig-

nificant digit. We exploit this factto checkandcorrect.

Lemma 2 : If thereis overflow the correctionis simply to subtractthe (precomputedyyclic
convolution (R, ®c P) of R. andP.

Proof: Thesequencef operationgequiredto find the correctremaindelis
(i) Divide LP+ 80X, by R
(i) Thentake modulo-Ri.e.

t = (@) modP 21)

Since LP+8X, < RP+P? it mustbeexpressablas (22)
LP+0X, = RP+6 where (23)

8 <P?  and@isdivisiblebyR, sothat (24)

t = (P+ g) modP = % = (25)

t = (LP+&Xy—RP)/R whichin turnimpliesthat (26)

2t = (M@ P)+({ti & t)—(RecP) O (27)

Sowe calculatet; assumingno-overflowv andt, assumingoverflov and usethe leastsignificant
digitsto selectoneof thetwo.

The cyclic cornvolutionsarevaluesmoduloR_. Soif duringthe carryreleaseanextra =R_ gets

left-in thatwill make theresultodd. Themodulo-2testsimply checksandcorrectsfor this.

2.3 Substantially Incr easingApplicability of Montgomery’s Method

Clearly, the resultsof previous sectionapply andR canbe selectedo be R, or R_. Theselection
R =R, isanew variatiionin theframevork proposedn [?] asexplainedbelon. This seemingly
trivial changeof orderof cyclic andnegagyclic corvolutionssubstantiallyincreaseshe numberof
modulii for which Montgomerys methodis applicable.
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2.3.1 BasicMontgomery Reduction

Pre-computation ComputeR~1 and P’ suchthat

RRI_PP = 1 and O<Rl<P
and O<P <R (28)

This pre-computatiors essentiallythe extendedGCD algorithm.

Now giventwo numbersA andB in theproperresidueclasssatisfyingAB < RP, Montgomerys
methodevaluatesABR 1 mod P asfollows.

Step0: ComputeT =Ax B (full linearcorvolution).

Stepl :
m = ((T mod R)P) mod R
sothat 0<m<R (29)
Step2 :
t=(T+mP)/R (30)

Here,t is guaranteeto beaninteger, sothattheabove division by R is exact.
Step3: ift>Preturn(t—P) elsereturn t

Montgomerys algorithmis the bestway of performingmodularexponentiation.
GivenanX, it calculatesp = (XR) modP in thebeginning(thisis lik e “forwardtransformatiorof
X into theproperresidueclass(notto be confusedwith aforwardFFT)). Fromhereon, it performs

11



thefollowing two computationsn aloop (seeSectionl.1.2).

Loop :
iy = TR! modP where T =t?
S B S ifyi=0
+1 = S-t1 modP ify =1
End Loop :

At theendit performsoneextraiterationto reverse-transforntheresultback.

We call theimplementatiorof the first equationwithin the loop asthe square-and-reduceopera-
tion. Boththe computationsogetherarereferredto asthe square-reduce-assimilateoperation.

2.3.2 Realizing Montgomery Redudctionwith one negacyclicand onecyclic convolution

Theframavork in [?] selectsanintegerQ satisfying

Q (P-1)2+(R-1P
gedQR R .

andperformsthetwo modifiedsteps:

m = ABP modR (32)

= (22 m°d<W%R)> (33)

While this setof equationgroadlydefinesa framavork, we believe the mostinterestingvariation
hasbeenleft out.

Variation 3: SelectR=R;, Q =R_andQ=2Q.

_ N Q o _on _aN_
gcdR Q) = gedR Q) = 1(m) =2R =2R, —4(N-1)
2
2R, —4 > (P—1) E(R_l)P since (34)
R>P—1 (35)
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Now stepl performsa negagy/clic convolution andstep2performsa of cyclic corvolution, i.e., if
thesquarel = ti2 is fully evaluatedthenMontgomeryreductiontakes®(2NIgN) work.

2.3.3 Realizing the square-and-reduceiteration with ©(3.5NIgN) work with any order of
cyclic/negacycliccornvolutions

A straightevaluationof the squarefollowed by the reductionwould take ©(4NIgN) work. As
in [?], however, the square-andeducestepcanbe realizedwith ©(3.5NIgN) work. We briefly
statethealgorithmfor variation3 proposedibove.(thecasewhenR = R_ is variation2 in [?]).

Gven an n bit mdulus P>2M1 and n bit scal ed remainder t
find (t2R1)%P.

Wthout |oss of generality, let R=2"+1. (this is sinply for the purpose of
illustraiton, the maple code dynamcally selects either Ry or R, whichever is
relatively coprinme with P).

Pre-computation Several entities are preconputed:
(1) Nunbers R* and P such that

RRI-PP = 1
(36)

The FFT's of those nunbers are al so pre-conputed
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Algorithm FusedSquaeAndReduce

Stepl : T =T modR; = (t ®n t)
I* negacycliccorvolution of tj with itself requires ©(NIgN) work. */

Step2 :  m=(T;P) modR,
I * negacycliccorvolution, requires O(NIgN) work */

Step3 :  Conpute

i = (M&c P)+{ ®c ti)
tb = (1—(Ry ® P)) modR_

[* ©(1.5NIgN) work */

Step4 :  small post-processing: ©(n)
Expect edLeast Si gni ficantDigit (t) =do= (moPo+To) modf /* ©(1) */
srem= NULL; /* initialize to some invalid remainder value */

foreach t in {ty,to} do /* one of tj,tp nust yield correct remainder */
if (t mod2!=0) then
if (t>Ry) then

t=t—R_
else if (0<t<R;) then
t=t+R_
end if
end if
t=t/2
if (t modB=do) then
srem=t
break [* if ty matches, break out of the for |oop */
end if
end for
if (srem>P) srem=srem- P
return (srem O

14
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2.3.4 Handle more modulii P by dynamically selectingbetweenR=R, or R=R_

{R,R_} arerelatively coprimefor all valuesof n. FurthermoreR, tendsto factorinto few
large primes.Consequentlythereis a high probability thateitherR,. or R_ is relatively co-prime
w.r.t. modulusP. In otherwords,the above choiceof R substantiallyincreaseshe caseswvhere
Montgomerys methodcanbe applied.

Note thatR = 2" is a badchoice: for this value of R, the first stepof the montgomeryreduction
(evaluationof m) become®quialentto evaluatingonly the lower half of a product.To the bestof
ourknowledge thereis nowayto generatenly theupperor lower half withoutalsogeneratinghe
other Henceisolatingthe lower half needsafull linearcornvolution. The secondstepstill needsa
cyclic corvolution, therebymakingtotal effort ©(3NIgN). Insteadof that, trueremaindercanbe
evaluatedwith ©(2.5N Ig N) by the methodshavn in Section??.

2.4 Extending Montgomery’s Method to caseswvhere gcdR,P) > 1
but gcdRyi,P) =1

In general R andP arenotalwayscoprime.In thatcasethereexist integers,Ryi andPy; suchthat
RRyi—PsiP = g whereg=gcdR,P) (39)

In generalgcd Ry, P) canbe > 1. However, suchvaluesof P areevenlessfrequent(becauseow
gcdw.r.t bothR andRy mustbe > 1).

In this case,

1 .
— modP exists

Ryi

andthemontgomeryeductionprocedurecanbe modifiedasfollows:

m = (TPR;) modR sothat (40)
(mP) modR = —gT modR and
@ =t where
t = T-Ryi modP (41)
tR < gP’+PP=(g+1)P? (42)
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The overflow (above R?, which can happenas eennfrom the last equation)can be handledby
pre-scalingT:

T = g-T'—i—T modg where

' T
T = |— 43
B @
T modP = g-[T' modP]-i—T modg
useT' in placeof T in thereduction (44)
T'g+mP < 2R? (45)
(46)

Consequeltythe modifiedMontgomeryreductionrequiresonly oneadditionaltask:
Pre-Scalingl tofind T and(T modg). Notethatthis calculationimmediatelymakesgT avail-
ablesothattheusesof gT in thecaculationof t = (mP+ T) /R incursno additionalcost.

The prescalingcan be consideredO(N) if gcd®,P) canbe consideredO(1). In that casethe
compleity remainsd(2NIgN)

2.4.1 Realizing the Square-and-reduce iteration with the same ©(3.5NIgN) work when
gcdR,P) > 1 but gcd(Ry;,P) =1

Thecomputationgequiredare

(1) = (AB modg) = (A modg)(B modg)mody O(N)
(2)1 = (AB) modR; O(NIgN)
(3ym=IRn, mModR; —eR,, mModR; O(NIgN)
(4)2t = (mP modR_)+ (AB modR_)—¢ ©(1.5NIgN) (5) smallpostprocessindidenticalto
thatin all previousalgorithms) O(N)

Total effort is still ©(3.5NIgN) asbefore.Insteadof explicitly evaluatingT andthenT theabove
methodfusesthe operationdo obtaina saving of (N/2) IgN.

16



2.4.2 Fermat Numbers

For mostefficientcomputatiortransformliengthN andhencebit-world-lengthn needto be powers
of 2. In thiscase

R, =2"+1=2"4+1=Fp (47)

Fermamumbersarewell studiedandfactorinto very few relatively largefactors(for anup-to-date
listing of known factorizationsof Fermathumbersyisit theweb-site[?]). Sinceary factorwhich
is lessthan2%? (i.e., aboutonemachineword long) canbe consideredo be O(1), smallfactorsdo
notposea problem;aslong asgcd(Ry;, P) = 1 caseswheregcdR,, P) > 1 but canbe considered
O(1) canbe handledasexplainedin sectionSection?? above).

Whengcd Ry, P) > O(1)), thenthe compleity of modified montgomerymethod(modified to
dealwith orderO(1) gcds)increasesandanothervalueof R mustbe selected.For all the above
algorithmsto be not-applicablehe modulusP mustsimultaneouslyatisfy

gcdPR,) > O(1)  and gcdPRyi)>1  AND (48)
gcdP,R) > 0O(1) and gcdPRgi-)>1 AND (49)
2" > p>2vi (50)

Giventhatfermatnumbershave very few factorswe expectthe numberof modulii thatsatisfythe
above conditionsto bevery small. For instancefor n= 1024

Ry =Fio = 45592577 6487031809
4659775785220018543264560743076 897 P252

R = (F)(Re)(F7)---9.53

In this casethefirst 2 factorsof R, canbeconsideredo beO(1). Likewisefor , all factorsof R_
belonv F; canbe consideredo be O(1). Thatleavesvery few choicesto createa P thatsatifiesall
the (pathologicalonditionsabove.

If suchaP (whosegcdwrt R.,R_ > O(1)) is athand thenit is betterto usethestraightremainder

ing algorithmpresentedn Section??. In thesecases? containsfactorsof fermatnumbersvhich

areof theform (k.29+ 1) whereq > m+ 2. We conjecturethatthe presencef suchfactorswith a

specificform in themodulusP shouldmalke it possibleto tailor the straightremainderingnethods
of sectionSection?? anddroptheir compleity furtherbelon 2.5NIgN,
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3 Discussionand Conclusions

3.1 Alternate forms of straight remainderingin ©(2.5NIgN)

Originally we had derived an alternate®(2.5NIgN) remainderingalgorithm basedon the asso-
ciativity of cyclic convolution. It wasanimprovementover our prior results[?] whereinwe first
evaluatedQe, avery closeapproximatiorto thequotiontQ = | (X)/P| viaafull linearcorvolution.

e - |5 (51)
é = % § % where, R=2" (52)
SEEE
_ {XUF’”WJ where (54)

{%J = P, (precomputed) (55)

Accordingly, the prior ©(3NIgN) methodwe proposedn [?] hadthefollowing steps.

Stepl: Do thefull linearconvolution X, x By, andretrieve the upperhalf Qe (56)
Step2:  performacyclic convolution of Qe andP (57)
andsubtractxX, andperformsomesimplecorrections
(58)
To derivea ©(2.5N IgN) method notethat
2Qe = (XuPny) modR; + (XuPpy) modR- (59)
(2Qe ® P) = 2Qe-P modR_
= [(XPnv) mModR; +(XuPny) mModR.)|P modR_
= [(X)(P-Rny)] modR +[(XuRny) modR;)]-P modR-
= (X, ) modR_+(mP) modR_ where (60)
m=X,R, modR; andA=PR,P modR-
(2Qe ®c P) = (XuA+mP) modR_ (61)
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It thrnsout thatthis (older) methodis numericallynot aswell behaed and needssomeavhatin-
volvedintermediatechecks We've mentionedt for the sake of completeness.

3.2 Crosswer: word lengthswhere a speedupcan be seen

Note that the methodsuseboth cyclic and negagyclic convolutions. At any wordlengthabove
machine-vord-length,a cyclic convolution is alwaysfasterthana full linear corvolution. A ne-
gagyclic convolution takessameeffort asa linear convolution at small lengthsandrequiresonly
half theeffort atlargewordlengthsln any case hagagclic corvolution never requiresmoreeffort
thana linear corvolution. So,replacing2 linear convolutionswith onecyclic andonenegagyclic
will alwaysbe faster Consequentlyeven at smallwordlengths(512 bits andabove) a gain can
be expected(sucha gain was seenin the experimentaldatapresentedn [?] at relatively small
worldlengths:768bits andabove)

3.3 Straight Remaindering vs. Montgomery Reduction

The above resultsdemonstratéhe fundamentaleasorwhy wheneer applicable Montgomerys
methodis alwaysfaster Montgomerys methodcalculatessomethingotherthanthe true remain-
der (X modP). Thevalueit calculatess carefully chosento make its evaluationeasy(which is
the essentialnginuity of Montgomerys method). The ability get-avay with an easy-to-calculate
alternatevaluemustresultin lesswork required which s reflectedn the@(% IgN) lesswork for
montgomeryasopposedo straightremaindering.

3.4 Modular Exponentiation

Thebestknown prior results[?, ?] shav waysto accomplisioneentireiterationof this
square-reduce-assimilatdoop with ©(10NIgN) effort.

(1) If the straight-remainderings usedone iteration canbe donein ©(9NIgN) work. (To the
bestof our knowledgesquare-and-true-remaindiéerationrequiresthe full linear corvolution to
computeti2 followedby the straightremainderingzhich makesthetotal effort ©(4.5NIgN). None
of the methodsof fusing operationgthatwe've tried) seemdo yield alower total effort).

(2) Usingthe proposedused-square-and-montgomery-redutethodoneiterationcanbedonein
O(7NIgN) work.
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