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Abstract—In this paper we demonstrate a novel integration of the
Bloom filter in hardware (RISC-V based OpenTitan®) in order to
bolster hardware and/or software de-bugging. We implemented
and demonstrated the novel concept by realizing it on an
FPGA (for rapid proto-typing). The new methodology yields the
following additional capabilities: (i) Setting an arbitrary number
of break-points at the hardware level at a substantially lower cost.
All other known methods substantially increase the number of
registers and comparators (in linear proportion) with the number
of break-points set. (ii) All the de-bugging can be done on-line
and at-speed (especially as compared to software breakpoints) .
The cost is false-positives triggered at the hardware target which
can be easily ignored by debug hosts.

Index Terms—FPGA-based silicon verification, hardware design
verification, FPGA-design, Bloom filter, statistical error detection,
on-chip hardware debugger, remote debugging, GDB

I. INTRODUCTION

Debugging is an important task in hardware-software de-
sign. Traditionally on-chip debug support within microcon-
trollers and embedded cores provides a limited number (e.g.
one or two) of hardware breakpoints. Software breakpoints are
usually used to augment the set of hardware breakpoints, but
can severely degrade speed and introduce timing irregularity.
Also, they are not appropriate in cases where Execute in Place
(XiP) is used and read-write cycles should be limited. Special-
ized hardware for recording processor activity or interacting
with cores for debugging [1] can be used if on chip high-speed
buses can be bridged to such external hardware. However these
products can be costly and inconvenient to obtain and integrate
into existing projects. Furthermore, our aim is to develop a
foundational functionality that is extensible to allow users to
define complex trigger conditions.

The challenge of verification for hardware-software co-
design is that most tools in these fields are designed for either
hardware verification or for software verification assuming
operation on known-platforms [2]. Compatibility of specifi-
cations in the software and hardware domains is difficult to
ensure without full system testing or simulation. Tools such
as gem5 [3] achieve microarchetecture simulation and allow
for software debugging along with other hardware models,
but incorporation of a breath of models and tools provided in
the domain of electronic design automation (EDA) is desired.
Hardware-related verification using detailed models and de-
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Fig. 1: Bloom Filter-based on-chip debugger support. On-chip
hardware usually supports one or two hardware breakpoints
and expansion requires a multitude of duplication. The novel
approach uses Bloom filter hardware to support a large set of
breakpoints updated dynamically via debug tools like GDB.

signs provided as RTL can be performed via (1) Simulation or
(2) FPGA-based silicon verification. Simulation offers fine-
grained observability but is slow, limits the number of test
vectors, and cannot record all nodes due to storage constraints.
FPGA-based silicon verification executes tests at high speed
but exposes minimal internal state, making large-scale internal
reporting infeasible. This work targets the second method:
rapid, in-system FPGA verification [4].

Herein use of Bloom filters [5] to monitor systems states
in remote targets and provide meaningful interaction with
debugging tools on hosts is proposed. Work to support a
number of desirable monitors in both hardware and software
domains ensues, but the focus within this manuscript is the
incorporation of the method in existing debug cores for
microprocessors. This is valuable for verification of software
through execution which serves to validate both software
and hardware. The task of detecting systems states and in
processors specifically breakpoints is viewed approached as an
approximate set membership problem [6]. To this end Bloom



filters are incorporated into triggers for debug systems Fig. 1
alongside traditional compare match registers used to store
hardware breakpoints . As demonstrated in hardware, both can
be updated through use of existing debug tools like the GNU
Debugger (GDB) [7]. The limitation of traditional breakpoints
is that typically a small number is provided. The new method-
ology can support extremely large number of breakpoints, and
can eventually be designed as an add-on to existing embedded
memory to re-purpose any available memory for debugging
functionality. With this capability new automated in-system
tests could be possible, involving selection of large sets of
instructions matching a criteria of interest or supporting novel
testing needs associated with automatically generated code.

II. BLOOM FILTER

Bloom Filters (BFs) [5], [8] are probabilistic data struc-
tures that provide fast, space-efficient set-membership testing
[9], [10]. Their low memory footprint and one-sided cor-
rectness guarantee have led to widespread adoption in both
software and hardware. Representative applications include
general query engines [11], large-scale database searches (e.g.,
healthcare, social-security), browser URL screening, crypto
wallet validation [12], spell-checking, and high-speed network
routers implementing firewall rules and packet filters.

After training on a set S, a BF answers set-membership
queries

zeS. (1)

A BF may report x € S even if x ¢ S (false-positive), but it
never returns a false-negative:

If BF reports « € S, result may be TRUE or FALSE;

If BF reports = ¢ S, result is always TRUE.
2
Let N = |S| be the number of stored elements, M the
number of bit-buckets, k£ the number of hash functions, and ¢
the false-positive probability. Then [9]
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implying the optimal bits-per-element:
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and an equivalent expression for k:
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III. IMPLEMENTATION

A Bloom Filter was implemented in hardware with param-
eters M, N, and K defining total storage, number of tracked
elements, and hash count, which together set the false-positive
rate. SystemVerilog RTL was used for hardware development.

Prime sizes of 11 and 12 bits were chosen resulting in
a decent memory capacity for exhaustive testing; the imple-
mentation used 2027,2081, 2111, and 2113. The Bloom Filter
determines if a value is potentially present or definitely absent.
These remainders index the filter bit-vector.

The implementation of the Bloom filter consists of four
parallel Bloom filter banks implemented using FPGA registers
where each bank corresponds to a separate hash function all
operating on breakpoint-related execution information. During
breakpoint learning, the processor’s program counter (PC)
values corresponding to user-defined hardware breakpoints are
passed through the modulo hash functions explained above,
generating multiple hash indices simultaneously. These indices
are then used to set bits across several distributed bit-vector
banks, allowing the Bloom filter to compactly encode a large
history of breakpoint locations without requiring a dedicated
comparator register for each breakpoint. During runtime exe-
cution, the live PC, specifically the instruction fetch address
from the instruction pipeline, is continuously hashed using
the same set of hash functions, and the indexed bits from all
Bloom filter banks are checked in parallel. If all corresponding
output bits are asserted, the filter reports a Bloom filter hit, in-
dicating that the currently executing instruction address likely
matches a previously programmed breakpoint entry. No true
breakpoints are missed, but false break points can be triggered
which are easily checked by the host followed by instruction
to continue. The parameters of the Bloom filter design allow
control over the number of supported breakpoints for a given
false-trigger rate. Because the design is fully registered, all bit-
vectors are implemented directly using synchronous registers
or LUT-based distributed storage, enabling single-cycle lookup
behavior, deterministic timing, and fast parallel access. This
registered realization is especially useful for tightly integrated
processor debug systems because it minimizes lookup latency
while allowing thousands of potential breakpoint signatures to
be represented using compact hash-based storage rather than
large numbers of dedicated physical breakpoint comparators.

The Bloom filter is integrated within the Control and Status
Register (CSR) module of the OpenTitan [13] Ibex core to
extend hardware breakpoint functionality. It is tightly coupled
with the trigger CSR path (tselect, tdatal-3), where breakpoint
values written by the debugger are reused for Bloom filter
learning. A multiplexer selects between the trigger register
write data and the program counter, allowing the same datapath
to serve both learning and lookup phases. During learning,
breakpoint addresses are hashed using the modulo-based hash
functions and stored in compact bit-vector banks. During ex-
ecution, the program counter is hashed and compared against
the stored bits to generate a probabilistic hit. The Bloom
filter output is ORed with the exact comparator-based trigger
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Fig. 2: Exhaustive Test Automation Flow.

match, enabling scalable breakpoint detection beyond the lim-
ited hardware trigger count with minimal hardware overhead.
Because of our current implementation with minimal change
to the existing processor hardware, debug mode is entered on
the following instruction. This could be mitigated by setting
a breakpoint on the previous instruction using the large set of
breakpoints supported, though additional signaling and control
within the processor controller is being investigated for future
improvement.

A. Automating Breakpoint Execution and Data Collection

The experimental framework is built around a Python-
based automation script that orchestrates compilation, program
loading, breakpoint programming, and execution control for
the RISC-V based OpenTitan core. Each experiment is de-
scribed using a structured HISON configuration file, which
specifies the source program, toolchain parameters, breakpoint
locations, and GDB command sequence. The HJISON files
explicitly reference (‘“source”) a set of buggy C programs
designed to exercise specific control-flow or data-flow anoma-
lies, enabling systematic evaluation of the proposed Bloom
filter—based debugging mechanism.

For each  experiment, the  automation  script
invokes a cross-compilation toolchain (in this case,
riscvé64-unknown-elf-gcc) to generate an ELF

binary, which is then converted into a raw binary using
objcopy. The binary is loaded into the target memory
via GDB, which communicates with the hardware using
OpenOCD [14] and a JTAG interface. The script initializes
the processor state by explicitly setting the program counter
and stack pointer to safe memory regions before execution
begins.

A key feature of the workflow is the controlled inser-
tion of hardware breakpoints. Due to the limited number of
hardware trigger registers in the Ibex/OpenTitan design, the
script employs a serial programming strategy: it issues an
hbreak command to program a breakpoint into the trigger
CSR, followed by a deletion to free the hardware resource
(compare-match register). Although only one or few physical
breakpoint exists at a time, each previously programmed ad-
dress is captured by the integrated Bloom filter logic, allowing
multiple breakpoint locations to be accumulated efficiently.
Execution is driven using bounded stepping or controlled run
commands to prevent indefinite execution. All interactions,
including compilation output and GDB responses, are logged
for analysis. Importantly, the automation to test the new debug
platform supports sequential execution across experiments

decribed in multiple HISON files that define codesets and
breakpoint sets. By disabling processor reset between runs,
the Bloom filter retains its state and is incrementally populated
across different programs.

IV. TESTING RESULTS

A large-scale automated demonstration was conducted to
evaluate the proposed Bloom filter based breakpoint-history
and debug-trigger infrastructure integrated within the OpenTi-
tan Ibex RISC-V core. A total of 1000 diverse bare-metal C
programs were generated and executed using a Python-driven
experimentation framework. The generated programs were
intentionally designed to exercise a wide range of control-
flow and computational behaviors commonly encountered in
embedded software debugging workloads. The corpus included
arithmetic kernels, branch-heavy conditional logic, nested-
loop computations, array traversal operations, checksum and
parity calculations, bit-manipulation routines, state-machine
style logic, iterative accumulators, and pointer-based update
functions. For each generated C program, five breakpoint can-
didates were selected and recorded in the HISON file. Another
13 programs were hand-crafted for a total of 1013 execution
results whose logs where analyzed. These breakpoints were
chosen from locations placed at critical execution points, such
as arithmetic assignments, loop-body updates, state-machine
transitions, array-processing statements, checksum/hash up-
dates, branch-controlled computations, calls from main, and
final result/trace updates. Each generated program incorpo-
rated a dedicated _start entry point to support standalone
execution without relying on operating system services or
standard runtime initialization libraries.

Each configuration HISON specified the source file, com-
pilation settings, OpenOCD/GDB target parameters, stack
and load addresses, and the selected breakpoint locations
distributed throughout the code. The selected breakpoints
were automatically inserted into the Ibex debug infrastructure
using GDB’s hardware breakpoint mechanism operating with
always-inserted mode:on, enabling all breakpoints to
be transferred so that the Bloom filter hardware would learn
the associated program counters (PCs) from the set of all
previously entered hardware breakpoints.

Experiments were conducted using the Digilent Nexys
Video Artix-7 FPGA Trainer Board which is a FPGA devel-
opment platform built around the Xilinx Artix-7 XC7A200T
FPGA. It provides substantial on-chip resources including
about 33,650 logic slices, 13 Mbits of block RAM, 740 DSP
slices, 2851/0, 32BUFG, and 10PLL blocks. The design
was synthesized with a 100MHz system clock specified in
the Xilinx Design Constraints (XDC) file, which serves as
the operating frequency of the OpenTitan RISC-V processor
core and the integrated Bloom filter debugger. All the im-
plementations were carried out using Xilinx Vivado 2024.2.2
on a 64 core server with 512GB RAM. The parameter
DbgHwBreakNum with the OpenTitan processor RTL was
changed to 5000 in the control status register module in order



TABLE I: Breakpoint vs Bloom Filter Utilization

Resource Utilization Available Util.(%)
LUT 223748 134600  166.23
LUTRAM 1364 46200 2.95
(a) Synthesis FF 232209 269200  86.26
estimates of core = BRAM 250 365 68.49
with 5000 hardware DSP 30 740 4.05
breakpoints 10 49 285 17.19
BUFG 23 32 71.88
PLL 1 10 10.00
LUT 121767 134600 90.47
: LUTRAM 1364 46200 2.95
est(i?zafgsn :)l;'e::)sre FF 75492 269200  28.04
. BRAM 250 365 68.49
with Bloom filter DSP 30 740 4.05
using I'Z-blt long 10 49 285 17.19
primes BUFG 23 32 71.88
PLL 1 10 10.00
LUT 117884 133800 88.10
LUTRAM 838 46200 1.81
(¢) Implementation FF 74920 267600 28.00
" ... BRAM 250 365 68.49
metrics of core with pqp 30 740 4.05
the Bloom filter 10 49 285 17.19
BUFG 18 32 56.25
PLL 1 10 10.00

to create the required breakpoint capacity in the core. The
design failed at the implementation stage due to a lack of
LUT resources generating error code DRC UTLZ-1 and it was
reported that the design would have required 221110 LUTs
which happens to be 165.2% of the available resource limit.
The synthesis metrics depict 166.23% LUT utilization and
86.26% FF utilization in part (a) of Table I. On the other
hand, the Bloom filter integrated with the core required a total
of 117884 LUTs comprising of 88.10% of the total available
LUTs as shown in part (c) of Table I while the core itself
utilizes 79% of LUTs. This proves that when it is impossible
to implement large number of hardware breakpoints in the
traditional sense, a moderately sized Bloom filter constitutes
only about 9% of available resources.

For the hardware breakpoint testing, execution logs cap-
tured detailed runtime information including breakpoint-
setting events, resolved hardware breakpoints, instruction
traces, register dumps, Bloom filter hits, false-positive de-
tections, and total halt counts (hits). If the PC at a halt
corresponds to one of the breakpoints, it is counted as a valid
hit. If the PC at a halt does not match any breakpoint, it is
counted as a false positive. 5065 breakpoints insertion events
(not necessarily unique) were performed before executions.
Because the total capacity of the Bloom filter is 8332 bits,
there were a high number of collisions and false positives. The
false positive rate observed in our experiments was extremely
high at 45% which was a useful extreme use case to observe.
This experiment took 12 minutes to run. The number of halts
recorded was 2781 with a good distribution among the 5
breakpoints (BP1 through BPS5): 238 at BP1, 931 at BP2,
695 at BP3, 567 at BP4, and 350 at BP5. This demonstrated
the ability of the system to halt at various breakpoints and
for GDB to process the events. We note that one type of
anomaly was observed only when breakpoints were set at
consecutive program addresses, in which GDB would not
provide user interaction at the second breakpoint encountered.

To ensure that our hardware design was operating as intended,
we used an Integrated Logic Analyzer to directly observe
entirely correct operation of the new Bloom filter trigger in
hardware and even that the processor system controller raised
the debug-mode signal at each of the two locations. The cause
for the phenomenon of the debug mode being exited before
GDB provided user interaction for the consecutive location is
under investigation.

V. FUTURE WORK AND CONCLUSION

There is an ongoing effort in translating the Bloom filter
implementation using Block RAM (BRAM) in order to further
optimize resource utilization in the FPGA. The idea behind
this is to be able to execute exhaustive debugging capabilities
with leftover memory in the FPGA or eventually in first-
run silicon prototypes released by manufactures or even final
products. On the exhaustive testing side, code mutation tools
(e.g. dextool mutate [15]) are being studied and experiments
are being designed to inject a plethora of mutations in pieces
of C code and observe theextent to which the bloom filter can
detect the faults and help in reducing debug time.

The presented results proves that a Bloom filter-based
hardware breakpoint mechanism provides a highly scalable
alternative to physically increasing the number of dedicated
breakpoint registers within a processor core. Instead of al-
locating expensive comparator logic and debug registers for
every additional breakpoint, the Bloom filter compactly stores
large numbers of breakpoint signatures using lightweight hash
logic and LUTRAM resources, enabling support for hundreds
or even thousands of breakpoint entries with minimal area
overhead. This approach is significantly more feasible for
modern SoC integration because the Bloom filter can be im-
plemented as a reusable synthesizable IP block that interfaces
cleanly with existing debug infrastructure, unlike dedicated
breakpoint products which often require intrusive architectural
modifications and still primarily target only traditional soft-
ware breakpoint functionality.
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