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Abstract—With the outsourcing of design flow, ensuring the
security and trustworthiness of integrated circuits has become
more challenging. Potential malicious modification of circuits, so-
called Hardware Trojans Horses (HTH), has emerged as a major
security threat. When triggered, the HTH delivers its payload
resulting in denial of service, decreasing the device performance,
or leaking sensitive information. Deploying VLSI testing schemes
to detect HTH may fail in most cases as HTH are designed such
that they are rarely activated. Side-channel analysis schemes have
a higher detection coverage. The template analysis is the most
powerful side-channel tool from an information theoretic point
of view. In this paper, we focus on the template analysis used for
detecting HTH in cryptographic devices, and study the effect of
device aging on the success of these HTH detection schemes. Due
to aging, electrical specifications of transistors, and in turn the
power signatures used by template schemes change over time. We
focus on Negative-Bias Temperature Instability and Hot-Carrier
Injection aging mechanisms. We use the PRESENT cipher as
a target, and mount several template attacks at different aging
times on target devices and a genuine device used as reference.
We deduce the authenticity of the target devices based on the
attack success rates obtained by template analysis. Our results
show that aging makes template-based HTH detection easier as
it needs less traces in old devices compared to the new one (137
traces for a 20-week old device versus 195 traces for a new one).

I. INTRODUCTION

Aggressive scaling of VLSI technology results in more
complex systems in a single chip. High complexity and cost
of design and fabrication of such circuits has invoked the
outsourcing of design and fabrication to different parties across
the globe. This globalization has jeopardized the security and
trustworthiness of ICs and introduced new security vulnera-
bilities, among which inserting malicious circuitries, so-called
“Hardware Trojan Horses (HTH)” in the original design/circuit
has received the lion’s share of attention.

A hardware Trojan can be inserted during the design or
fabrication phase. It resides in hardware and is activated
during the hardware operation. Hardware Trojans may result
in denial of service, decreasing the device performance, or
leaking sensitive data. Hardware Trojans are mainly stealthy
and usually comprise a small fraction of the circuit area to
avoid being detected easily [1]-[4].

The harm caused by hardware Trojans is broad and can
range from change of performance in game controllers (to
motivate customers to buy a new device) to catastrophic
consequences in critical applications such as military, space
or medical applications. Thereby, detecting HTH is highly
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crucial. Deploying destructive reverse-engineering schemes to
check the genuineness of manufactured chips is highly costly
and also cannot guarantee those untested to be Trojan free [5].
Utilizing VLSI testing schemes in detecting Trojans is not
highly effective, as the trigger condition of a Trojan rarely
appears [6]. The problem is exacerbated for sequential Trojans
as they need a sequence of vectors to be triggered.

Side-Channel Analysis (SCA) schemes have been consid-
ered as more effective methods to detect hardware Trojans
since they do not need to trigger a Trojan to detect it [7]. SCA-
based Trojan detection deals with monitoring the device side-
channels such as power signatures, path delays, electromag-
netic emanation, etc, and comparing the retrieved signatures
with those of a reference model to identify abnormal (possibly
malicious) behaviors [8]. The success of SCA schemes in
detecting Trojans is affected by the Trojan size and the process
variations occurring during manufacturing process [9], [10].

Among SCA schemes, template analysis is considered as
the most powerful tool from an information theoretic point
of view [11]. Although template analysis is mainly used by
adversaries to leak sensitive data from crypto cores, it can be
adapted for detecting HTH in crypto devices. To investigate the
genuineness of a crypto device, a template attack is launched
on the target device as well as a genuine device used as a
reference. Then, the authenticity of the target device is deduced
based on the success rate of the launched attacks. Template
analysis attacks include two steps: a characterization step in
which the templates are computed on a training device, and a
matching step in which the templates are used to extract the
secret data of the target device. The efficiency of the template-
based Trojan-detection schemes depends on the alignment
between the training device (genuine reference device) and
the device-under-investigation. In this paper, we focus on the
template-analysis based HTH detection schemes in crypto
devices. In particular, we study the effect of device aging on the
success of HTH detection schemes as due to aging, electrical
specifications of transistors, and in turn the power signatures
used by template schemes change over time.

Aging effects in CMOS devices are one of the major chal-
lenges in nanotechnologies. Due to aging, electrical specifica-
tions of transistors embedded in the device such as their thresh-
old voltage, deviate from their original intended specification.
This deviation degrades performance; and consequently, the
chip fails to meet some of the required specifications [12].
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Due to the aging-related deviations, power traces of the device
change during the time [13]. This change can be different for
genuine versus Trojan-infested devices. Thereby, when these
devices are under template analysis using a similar profiling
device (which is a new genuine device), the success rate of the
launched attacks can be different. In this paper, we investigate
if by launching a template attack on an aged target crypto
device, we can deduce that it is Trojan infested or not given
that we have access to a genuine device. Note that, the aim of
this paper is not discussing the efficiency/weakness of template
analysis in Trojan detection versus other existing schemes (e.g.
process-variation related weakness of Template attacks). The
paper only investigates if aging affects the success of the
template-analysis based Trojan-detection schemes.

Among aging mechanisms, the effect of Negative-Bias
Temperature-Instability (NBTI) and Hot-Carrier Injection
(HCI) are more dominant than other mechanisms [13].
Thereby, in this paper, we focus on these two aging mech-
anisms. We use the PRESENT cipher as a target, and mount
several template attacks on genuine and target devices with
different aging durations to investigate how the template-based
Trojan detection schemes are affected by aging. To the best
of the authors’ knowledge this is the first study on this topic.
The contributions of this paper are as follows:

o A simulation framework which integrates device aging
and the success evaluation of template-analysis based
Trojan detection schemes;

o Detailed HSpice MOSRA simulations to evaluate the
impact of NBTI/HCI aging on the success of Trojan de-
tection in the PRESENT cipher using template analysis.

The rest of this paper is organized as follows. Section II dis-
cusses the Trojan-detection scenario considered in this paper.
Section III presents the backgrounds on aging mechanisms and
template attacks. Section IV discusses the impact of aging on
detecting Trojans via template analysis. Simulation results are
presented in Section V. Conclusions are drawn in Section VI.

II. TROJAN DETECTION SCENARIO

We target the hardware implementation of cryptographic
devices, and in particular we show our findings for the
PRESENT cipher [14]. We utilize Template analysis methods
and investigate how device aging affects the success rate of
attacks launched on Trojan-infested circuits versus genuine
circuits. In our scenario, the trusted facility investigates if
a device is Trojan-infested or genuine. We assume that the
facility has access to a reference genuine circuit, but has no
information about the age of the target device, i.e., the device-
under-investigation. The facility launches template analysis
attacks on both genuine and target devices and based on the
evolution of success rates, determines if the device is genuine
or Trojan-infested. Section IV and the results presented in
Section V extensively show how such distinction can be made.

III. PRELIMINARIES

Background on Aging Mechanisms: Device aging results
in performance degradation and eventual failure of circuits
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over time. Among other aging mechanisms, NBTI and HCI
are two leading factors in degrading performance; both result
in increase of switching and path delays in the circuit under
stress, and eventually lead to faster wearout of the system.

NBTI affects PMOS transistors. It includes two phases
depending on the operating condition of the transistor. The first
phase (stress) occurs when the transistor is “on”. In this phase,
the positive traps generated at the Si-SiOy interface lead to an
increase of the threshold-voltage (V) of the transistor. The
second phase (recovery) occurs when the transistor is “off”.
In this phase, the Vj;, drift occurred during the stress phase
partially recovers. Physical parameters of a transistor, supply
voltage, temperature, and stress time all affect the magnitude
of its threshold voltage drift [12]. Fig. 1 shows the V;;, drift
of a PMOS transistor that is continuously under stress for 6
months and a transistor that alternates stress/recovery phases
every other month. The values on Y axis are not shown to
make the graph generic for different technologies.
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Fig. 1. The effect of NBTI aging on a PMOS Transistor.

HCI mainly occurs in NMOS transistors when hot carriers
are injected into the gate dielectric during transistor switching
and remain there. HCI is a function of switching activity, and
degrades the circuit by shifting the threshold-voltage and drain
current of transistors under stress. HCI-induced threshold-
voltage drift is sensitive to the number of transitions occurring
in the gate input of the transistor under stress. HCI effects also
depend on the operating temperature [13].

Background on PRESENT Cipher: PRESENT is a
lightweight block cipher with 64-bit blocks and a bit oriented
permutation layer. It includes 31 rounds and supports two key
lengths of 80 and 128 bits. Each encryption round consists of
a bitwise XOR operation, a non-linear substitution layer and
a linear permutation layer. The non-linear layer uses a single
4-bit S-box applied 16 times in parallel in each round [14].

Background on Template Attacks: SCA attacks are
mainly launched by adversaries to obtain secret information of
a device, e.g., a cryptographic key. These attacks retrieve the
key by analyzing the physical leakage emitted during operation
of a device (e.g., its running time, power consumption, etc),
as this leakage is statistically dependent on the secret key.
Profiled SCAs (e.g. template analysis) are the most powerful
type of SCAs in which an attacker is able to characterize
the leakage of an additional similar device and use this
information to break the target device.

Template attacks are launched in two phases: training and
attack. During training, the attacker has a full control on
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another copy of the device, and records a large number of
traces of the cloned device, corresponding to random values of
inputs (plaintexts and keys). These traces are utilized to build a
template Y}, from the device, using key k. In the attack phase,
the recorded traces are classified based on the value of the key
and template matching is performed to derive the key value of
the target device [15]. If traces are represented as a matrix X
of D x @Q elements (QQ traces of D samples), and the learned
model Y} is also a D x ) matrix, then the attack guesses the
key as below where 3 is the D x D noise covariance matrix,
tr is the trace operator, and argmin selects the value of k that
results in the minimum value of its following function [16]:

k= argmin tr(X - V)" SN (X —-Y). (D
ke{0,1}4
Template attack can be adapted for detecting HTH. To do so,
first the template is built by using a genuine device operating
under normal conditions (room temperature, no aging, etc).
Then, to investigate the authenticity of a target device, an
attack is launched on the target device as well as a genuine
device and the success rate of the attacks are utilized to deduce
whether or not the target device is Trojan-infested. In this
paper, we investigate how aging can affect the success rate of
the template-based Trojan-detection schemes.

IV. EFFECT OF AGING ON TROJAN DETECTION VIA
TEMPLATE ANALYSIS

Template attacks are mainly used for leaking secret keys
from crypto devices. In practice, the accuracy of the leakage
models used in these attacks to retrieve the keys highly
affects the success of such attacks. Thereby, one of the main
challenges in these attacks is to avoid being biased by an
incorrect model [17]. However, in practice, it is hard to repro-
duce exactly the same operating conditions (e.g., temperature)
in both profiling and matching phases. Process variations
occurring during the manufacturing process may also result
in discrepancies between profiling and matching chips.

Template analysis schemes can be deployed to detect HTH
in crypto devices via launching attacks on the device-under-
investigation as well as a reference genuine device and deduc-
ing the authenticity of the target device based on the success
rate of these attacks. In this paper, we focus on the effect
of device aging on template-based Trojan-detection schemes.
In fact, when a target device is investigated in terms of
Trojan, it may have been used (aged) previously, and hence its
specification and in turn its power signatures may have been
changed based on its usage time and operating conditions.
Thus, ignoring aging effects can be misleading and may not
result in an accurate HTH detection. In fact, the target device
should be compared with a genuine device of the same age
regarding attack success. However, we cannot estimate the
exact age of the target device as aging effects depend on
external factors such as workload, operating temperature, etc.

To make the genuine reference device and the target device
comparable in terms of aging, and to increase the accuracy of
the Trojan detection scheme, we suggest to place an embedded
Ring-Oscillator (RO) in the crypto chip during the design
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phase. As ring-oscillators are highly prone to aging [18], by
measuring the frequency of this RO, we can estimate the age
level of the target chip. After the age level estimation, we
investigate the effect of the template attack on the target chip
along with a genuine chip of the same age level. For aging
estimation, we do not need to (and cannot) extract the exact
age of the device, as it depends on operating conditions of the
target device which is not known during the investigation.
To investigate if a device is Trojan-infested, we compare
the frequency of its embedded RO with the frequency of the
RO embedded in a reference new genuine chip and find the
frequency ratio (= ). Then, we will place the genuine chip
under aging stress (by placing it in a climate chamber under
high temperature) and periodically measure its frequency
change due to such aging. We continue the process till we
get the same frequency ratio () for the genuine under-stress
chip (compared to the genuine new chip). Thereby, without
information on the exact age of the device-under-investigation,
we will have a genuine and a target device with the same age
level. We will mount template attacks on both devices, and
based on the relative success rates of the launched attacks (as
will be discussed in Section V-B1) deduce the authenticity of
the target device. Note that as we balance age levels (not exact
age times) we do not need information about the usage time
and operating temperature of the target device (if not new).

V. EXPERIMENTAL RESULTS AND DISCUSSIONS
A. Experimental Setup

We implemented the add-round-key and S-box operations in
the first round of the PRESENT cipher with 80-bit keys. Our
implementation represents the most compact S-box architec-
ture presented in [19, §3]. Fig. 2 shows the gate-level netlist
of this circuit. Though the gate-level netlist is of minimal size,
it includes a long critical path with several XOR gates, which
makes it highly amenable to glitches that complexify the link
between input data and leakage. Thereby, this circuit is highly
suitable as a case study for Template analysis.
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Fig. 2. Netlist of the genuine PRESENT S-box considered in this study.
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Fig. 3. Netlist of the Trojan-infested PRESENT S-box targeted in this study.

Fig. 3 shows our Trojan-infested circuit. The only difference
between this circuit and the genuine circuit (Fig. 2) is replacing
the INVERTER gate in the genuine circuit with an XOR
gate whose second input is fed by the trigger signal. In our
experiments, the trigger signal is connected to VDD. Thereby,
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Fig. 4. SR after 100, 000 attacks (attack temperature=105°C, o = 0.032) on devices with different ages.

the Trojan is never triggered. The reason for not triggering
the Trojan is that the Trojans are mainly designed such that
they rarely affect the output since otherwise they can be
detected easily during manufacturing testing or via simple
power observation. Though detecting untriggered Trojans is
more difficult than triggered ones, it is more realistic. 7o
highlight the effect of aging and avoid the obvious power
changes caused by triggering a Trojan, in our experiments,
the Trojan is not triggered.

The genuine and Trojan-infested circuits have been im-
plemented in the transistor level using 45-nm NANGATE
technology [20]. We used Synopsys HSpice for the transistor-
level simulations and deployed the HSpice built-in MOSRA
Level 3 model to assess the effect of NBTI and HCI aging [21].
Power traces were extracted for genuine and Trojan-infested
devices with different age duration. The effect of aging was
evaluated for 20 weeks of device operation in time steps of
one week in 105°C operating temperature.

As each S-box module in the PRESENT cipher has n =4
input bits, we have a total of 22" = 256 input transitions in
its S-box. All of these transitions were considered to build
the template. Cryptographic functions, by essence, randomize
the data they manipulate. Thereby, it is natural that in “steady
cruising speed” all possible transitions are considered with
equal probability of 272" (1/256 when n = 4). The actual
order of the transitions has no real impact as long as all
transitions are asymptotically equiprobable.

B. Experimental Results

1) Impact of aging on the success rate of template analysis:
The first set of results shows the impact of aging on the
success of the template attacks mounted on Trojan-infested
versus genuine devices. The training traces were gathered from
a fresh (not-aged) genuine device operating in 25°C. Attacks
were mounted on genuine and Trojan-infested circuits aged
between 0 and 20 weeks in 105°C. Assuming different tem-
peratures for training and attack phases makes the experiments
more realistic. As our HSpice simulations with MOSRA do not
consider any noise, to realize the experiments, we artificially
added some level of Gaussian noise in our analysis.

Fig. 4 shows the Success Rate (SR) of attacks for different
aging durations when temperature is 105°C and ¢ = 0.032
where o denotes the standard deviation of the noise. We
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considered a large amount of noise compared to the signals
(with standard deviation ~ 150 W), resulting in signal-to-
noise ratio of ~ 0.005. As Fig. 4 shows the genuine and
Trojan-interested circuits behave differently when the number
of traces is increased. Fig. 4a shows the success rate of the
attacks lunched on new devices, i.e., both genuine and Trojan-
infested circuits are fresh. As shown, by increasing the number
of traces, SR of attacks mounted on each device increases
albeit with different rates. The attack is more successful in
a genuine device compared to a Trojan-infested device when
lower number of traces are deployed for the attack. This trend
is changed with increasing the number of traces such that with
~ 190 (x16) traces, the genuine device is more difficult to
attack compared to the Trojan-infested device. Figures 4b-
4c depict the attack outcomes for aged devices. As shown,
similar to new devices, for the aged devices the attack is more
successful in genuine circuits when lower number of traces
are used, while it is more effective in Trojan-infested devices
with increasing the number of traces. The take-away point
from this observation is that to deduce the authenticity of a
crypto device, a tester can launch a template attack on that
device as well as a genuine device used a reference, and then
based on the relative success rate of the attacks when different
number of traces are deployed, we can classify the device as
genuine or Trojan-infested.

Fig. 5 shows the difference between Trojan-infested and
genuine devices from a different perspective. It depicts how
the SR of the template attack decays with aging, as the target
device becomes older and older w.r.t. the clone used to build
the template. For instance, Fig. 5b shows that the SR of the
attack mounted on a genuine device decreases = 4.1% after 20
weeks of aging when 128 (x16) traces are used. As shown, the
SR of the attack mounted on both circuits drops fast after one
week, and then continues to decrease, though at a slower rate.
Figures 5a-5c depict that for any constant number of traces,
attack would be more difficult for old devices, regardless of
including a Trojan or not. But as expected, with increasing the
number of traces, attacks would be more successful, e.g., for
a 20-week old genuine device by increasing the traces from
16 (x16) to 256 (x16), SR increases ~ 115%. This increase is
around ~ 122% for a 20-week old Trojan-infested device.

The third set of results deals with the relative change in
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Fig. 5. SR after 100, 000 attacks (attack temperature=105°C, ¢ = 0.032) with different number of traces.

the SR of a template attack mounted on a genuine versus a
Trojan-infested device. Fig. 6a shows the difference of the
SR of the attacks mounted on these devices (ASR), and
Fig. 6b shows the absolute value of this difference for various
aging durations. As depicted ASR decreases with aging, i.e.,
ASR is 1.74%, 1.51%, 1.41%, 1.34%, and 1.31% for 0,
5, 10, 15, and 20 weeks of aging, respectively, when 50
(x16) traces are utilized. For each aging duration, with low
number of traces, genuine device is easier to attack than the
Trojan-infested device, i.e., ASR is positive. The value of
ASR increases for ~ 50 traces but afterwards with deploying
more traces, ASR starts decreasing (i.e., Trojan and genuine
circuit behaviors become more similar in terms of power
consumption). However, as these figures show, with more and
more increase in traces (more than ~ 137 (x16) for 20 week
age and ~ 195 (x16) for a fresh device) the relative behavior
of genuine and Trojan-infested devices diverge again (JASR)|
increases), and beyond this point, Trojan-infested circuit is
easier to attack than the genuine one. As depicted, |ASR)|
increases with aging after the convergence points (the point
where ASR is 0).

The take-away point from these observations is that by
mounting a template attack on a target device and a genuine
device, and comparing their behaviors (in terms of the relation
of SR and number of traces used), we can deduce if the target
device is genuine or not. Fig. 6b shows that such investigation
needs more traces when both devices are new. As shown, ASR
reaches to “0” with ~ 195 (x16) traces for new devices while
for 20-week old devices =~ 137 (x16) traces are needed to
get “0” on ASR. Thereby, aging makes the Trojan detection
easier.

2) Deploying an embedded RO for aligning template-based
HTH detection: The results presented earlier depict that one
can identify a Trojan-infested crypto chip by placing that chip
as well as a genuine chip under a template attack and compar-
ing the relative change of success rates. However, as discussed
earlier, the Trojan and genuine circuits should be of the same
age level so that the results of the attacks be comparable. To
be able to make these devices comparable, as discussed in
Section IV, we embed a RO inside each chip in the design
phase. Then, during the Trojan investigation process, we first
extract the aging-induced change of the frequency of the RO
embedded in the device-under-investigation. Then, we place
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Fig. 6. Difference of SR in genuine and Trojan-infested circuits after 100, 000
attacks (temperature=105°C, o = 0.032).

the genuine circuit under stress in order to bring it to the same
age level as the device-under-investigation, and then launch
a template attack on both devices and analyze the outcome.
Fig. 7 quantifies the effect of aging on the clock period of
a ring oscillator (composed of 21 cascaded INVERTERS) in
different operating temperatures. As expected, ring oscillators
are highly sensitive to aging (even in temperatures close to
room temperature) and thereby are suitable candidates for
estimating the age-level of a target device. Note that to detect
HTH, we do not need to know the temperature under which
the target device may have been deployed previously as we try
to equalize the age level of the target and genuine devices.

3) Impact of process mismatch on Trojan detection: Due to
process variations that occur during the manufacturing process,
the specifications of the training and target devices can be
slightly different. To quantify the effect of process variations
in our method, we conducted Monte Carlo simulations using
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a Gaussian distribution: transistor gate length L: 30 = 10%;
threshold voltage Vrg: 30 = 30%, and gate-oxide thickness
tox: 30 = 3%. Parameters reflect a 45-nm process in
commercial use today [22]. In this experiment, we considered
Circuit2 as our genuine device and Circuitl and Circuit3 as
target devices. All three are 15 weeks old. Fig. 8 shows the
difference of SR of the mounted attacks on genuine circuit
(Circuit2) and the other 2 devices when they are genuine or
Trojan-infested. First observation is that this figure confirms
our previous finding regarding the trend of the SR change in
Trojan-infested circuits, i.e., with few traces a genuine circuit
has a higher SR compared to its Trojan-infested counterpart
while this trend is changed with increasing the number of
traces.

In this experiment, the genuine device (Circuit2) is different
from target devices (Circuitl/Circuit3) to reflect the effect of
process variations in real silicon. Thereby, the values shown
in Fig. 8 can be negative even when a few traces are deployed.
Moreover, Fig. 8 shows that the SR in genuine circuits does not
change significantly after 100 traces, i.e., it almost saturates
for both genuine circuits. However, for the Trojan-infested
circuits, a significant slope is observed after deploying 100
(x16) traces. In particular, the slope of changes in Fig. 8
for genuine model of Circuitl and Circuit3 is 0.00007 and
-0.0003, respectively when the traces increase from 100 (x16)
to 255 (x16). While, this slope is 0.0007 and 0.002 for the
Trojan-infested models of Circuit]l and Circuit3, respectively.
The take-away point from this observation is that we can
deduce that an aged device is Trojan-infested based on the
shape of the success rate which has much higher slopes in
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case of HTH presence.

VI. CONCLUSION

This paper investigated the impact of transistor aging on de-
tecting Hardware Trojans Horses (HTH) via template analysis
schemes. We addressed how aging-related change of device
specifications during the time, facilitates detecting HTH. To
detect HTH via template analysis, we can mount several
template attacks on the target device as well as a reference
genuine device, and deduce the authenticity of the target device
based on the attack outcomes, notably by taking advantage of
the success rate curve. In this paper, we targeted the hardware
implementation of the PRESENT cipher and launched several
attacks on genuine and Trojan-infested devices that have been
aged for different duration. The experimental results show that
aging makes template-based HTH detection easier as it needs
less traces in old devices compared to the new ones. Moreover
it was shown that process variation does not impact the
effectiveness of our HTH detection scheme in aged devices.
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